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1 Wudopmauyus o 6ecnpoBogHOM
poyTtepe

1.1 MpuBercraue!

bnaropapvm Bac 3a nprobpeteHmne 6ecnposogHoro poytepa ASUS
ZenWiFi AX Hybrid!

YNbTPaTOHKMI 1 CTUNbHBIN POYyTep NOAAEPKMBAET YaCTOTh

24Ty n 5My, SMB, UPnP AV, FTP cepBepa 4 KpyrnocyTouHOro
pocTyna K gparnam, ogHoBpemeHHyto paboTy go 300,000 ceccui;

a Takxke TexHonorumto ASUS Green Network, ob6ecneumBaioLuyto
3HeprocbepexeHmne go 70%.

1.2 Komnnekr noctaBKu
M PoyTep ZenWiFi AX Hybrid ¥ CeTeBoli kKabenb (RJ-45)
M CeteBoit kabenb vl KpaTkoe pykoBOACTBO

MPUMEYAHUA:

Ecnu Kakne-nnbo snemeHTbl KOMNIeKTa NOCTaBKM OTCYTCTBYIOT UK
noBpeXxaeHbl, 06paTnTech B Cyx0y Texnoanepxkn ASUS. Homepa
TenepoHOB ropaYen IMHUN CYKObl TEXHUUYECKO NOALEPKKN
CMOTpWUTE B KOHLIe 3TOr0 PyKOBOZCTBa.

CoxpaHuTe OpUriHabHYO YNaKOBKY Ha Cllyyali, ecnin B byayLiem
noTpebyeTcs rapaHTUtHOE 06CIYXIBaHIE, HAMPUMEP PEMOHT UNKA
3ameHa.



1.3 [aHHbIN 6ecnpoBoAHOl poyTep
0630p ASUS ZenWiFi AX Hybrid

=

o eﬂ o Jb é@

Kom6unHnpoBaHHas kHonka WPS/PLC
Haxmute 3Ty KHONKY AnA 3anycka conpsixenua WPS niam PLC.

Conpsxenne WPS: [Ina ycraHoskuy nogkntodennsa WiFi HaxmuTe KHonku Ha XP4
11 HOBOM GECNPOBOAIHOM KIMEHTE.

ConpsxeHne PLC: Haxwmute kHonku Ha XP4 B cywwecTsytolleli cucteme Mesh

1 HOBOM ycTpoiicTBe XP4. Yepes KopoTKuii NPOMEXYTOK BPEMEH HOBOE
ycTpoiicteo XP4 6yaeT vHTerprpoBaHo B CyLLecTByloLLyto cuctemy Mesh.

Pasbem nutaHua

Mopkniounte poyTep 1 y3en K HaCTeHHbIM SNIEKTPUYECKM PO3€TKaM C MOMOLL b0
MOCTaB/IAEMbIX B KOMMNNEKTE LWHYPOB MUTAHNA.

Knonka c6poca
JTa KHOrMKa NpefHa3HaveHa ans cbpoca CUcTembl K HACTPOKaM Mo YMOMUYaHNIO.

Pazbembi LAN
lMopkmnioyeHne ceTeBbIX YCTPOCTB.

WAN noprt
MopknioyeHue ceTeBoro kabens ana ycraHoBku WAN nogkmioyeHus.

Ecnu bl ucnonb3yete XP4 B kauecTse y3na AiMesh, Bbl MOXeTe NogKmounTb
ceTeBoil Kabenb ot pazbema LAN poyTtepa AiMesh k pasbemy WAN pns
Bocxopsllero coeuHeHus Ethernet backhaul.

Pasbem USB 3.1 Gen1

Mopkntouute K 3TOMY NopTy ycTporicteo USB 3.1 Gen 1/ USB 2.0, Hanpumep USB
dnaw-gnck nnn USB 3G/4G mogem.

Mpu ucnonb3osaHun XP4 B kauectse y3na AiMesh, nopt USB noppepxusaet
AiDisk n Mac OS backup.




Cneundukauna

Bbnok nutaHua 100-2408, 1A, 50-60ly,

Temnepatypa npu pabote 0~40°C Temnepatypa npu xpaHeHum| 0~70°C

BnaxHocTb npu pabote 50~90% | BnaxHocTb npu xpaHeHun | 20~90%

Mupgukauyua ZenWiFi AX Hybrid

. FopuT cHM LBeTOM
PoyTtep nnu y3en AiMesh rotos K HacTpolike.
O TopuT 6enbim LBETOM
PoyTtep nnu y3en AiMesh oHnaiiH 1 Bce XOpoLLo.
AIHTapHbIii:
Cnabblin curHan mexpay poyTtepom 1 y3nom AiMesh.
lopuT KpacHbIM LiBETOM
. PoyTep AiMesh He nogknioueH K UHTEpHeTY.
Baww y3en AiMesh oTkntoueH ot poyTepa.
‘\ MwuraeT cuH1M yBeTOM
o PoyTep AiMesh npumeHAeT HOBble HACTPOKN.
MwuraeT opaHKeBbiM
BbinonHsetca copoc poyTepa nnu y3na AiMesh.
. FopuT NypnypHbIM LBeTOM
PoyTep nnu y3en AiMesh HaxoauTca B pexume BOCCTaHOB/EHN.
3eneHblit

PoyTtep nnu y3en AiMesh nepekntouaeTtca Ha Apyron KaHan, Bbi3BaHHbIN
nepe3arpy3Koli C1cTembl Uav 06Hapy*eH1eM Ha TekyLueMm KaHarne
PaA1oNoKaLMOHHbIX MOMEX.




1.4 Pa3melyeHune poyTepa

[ins ynyuieHns 6ecnpoBOfHOI CBA3M MeXay 6eCnpoBOAHBIM
POYTEPOM U CETEBbIMI YCTPONCTBAMI, MOLKIOUEHHBIMI K HEMY,
BbIMOJHUTE ClieaytoLLee:

+ [Momectnte 6ecnpoBogHON POYTEP B LIEHTPe 6eCcnpoBOLHON
CETV /11 MaKCMAJbHOTO MOKPbITHS.

+ [MomecTnTe yCTPOICTBO NOAANbLLE OT METAINYECKUX NPerpag 1
MPAMbIX CONMHEYHbIX NyYeil.

+ [ina npepoTtBpalleHna NoMex NoMecTuTe yCTPONCTBO
noganblue oT ycTPonCTB cTaHaapTa 802.11 nnm ycTponcTs,
paboTatowmx Ha yacToTe 2.4 nnwn 5Ty, yctpoiicTs Bluetooth,
6ecnpoBoAHbIX TenepOHOB, TPAHCHOPMATOPOB, MOLLHbIX
ABuratenen, GnoopecLieHTHbIX 1amn, MUKPOBOTHOBbIX Tyyeld,
XONOAUBHVKOB 1 JPYroro NPOMbILLIEHHOrO 060pYyAOBaHNA.

+ Wcnonb3yitte nocneaHtoo NpoLwveky. 15 nonyyeHus
noapo6HO MHOPMALIM O HANNYMN CBEXKEN NPOLLMBKYA
nocetute cant ASUS http://www.asus.com.




1.5 CucremHble Tpe6oBaHuA

[lna HaCTPOWNKM CeTU HEO6XOAMM KOMMbIOTEP, COOTBETCTBYHOLMI
cnegpytowmm TpeboBaHmAM:

« Ceteon nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)

« becnposogHon nHtepdeiic IEEE 802.11a/b/g/n/ac

« YctaHoBneHHbI npotokon TCP/IP

« bpaysep, Hanpumep Internet Explorer, Firefox, Safari nnm
Google Chrome

MPUMEYAHUA:

+ Ecnn komnbloTep He MMEeET BCTPOEHHbIX 6eCNPOBOAHbIX CETEBBIX
afanTepoB, ANA NOAKIIOYEHUS K CETU Bbl MOXKeETe YCTaHOBUTb B
KomnbtoTep 6ecnposogHon aganTtep [EEE 802.11a/b/g/n/ac.

«  becnpoBogHoIt poyTep 0OfHOBPEMEHHO NOAAEPXKINBAET PAbOTY
Ha yacToTax 2.4 [Ty 1 5 [Ty, 3T0 N03BONAET BbINOSIHATD NHTEPHET-
cepdVHT 11 paboTaTb C INEKTPOHHON NMOYTON, NCMOMb3yA YacToTy 2,4
[T » OLHOBPEMEHHO CMOTPETH MOTOKOBOE BUAEO BbICOKON YETKOCTH,
WAW CNYLIATb My3bIKY, UICNOb3YA Anana3oH 5 My,

+ Hekotopble yctporicTsa IEEE 802.11n, KoTopble Bbl XOTHTE NOAKMOUNATDL
K CETU MOTYT He NoAAepXMBaThb yactoty 5 Iy, ObpaTutecs K
cneunduKaLmm ycTponcTsaa.

«  [nuHa Ethernet kabens, Ncnonb3yemoro Ans NOAKIoUYEHNA CETEBbIX
YCTPOWCTB He JOMKHa npeBbiwaTb 100 MeTpos.



1.6 HacTtpoinka poyTtepa

BAXHO!

Bo n3bexaHvie BO3MOXHbIX MOMeX € 6ecrpoBOgHON CBA3bIO, MPK
HacTpolike 6ecnpoBogHOIO poyTepa UCMOoMb3yiTe MPOBOLHOE
coefiHeHue.

Mepen HacTpoliKkol 6ecnpoBOZHOTO POYTEpPa, BbINOMHMTE ClegyioLyme
JENCTBUA:

«  Tpu 3ameHe CYLLECTBYIOLIErO POYTEPa, OTKIIIOUNTE €ro OT CETU.

«  OTKnounTe NpoBofa/Kabenu ot moaema. Ecnv Ha Moaeme ecTb
aKKYMYNATOP, OTK/IOUMTE €ro.

« [epe3arpysuTe MOAEM 11 KOMMBIOTEP (PEKOMEHAYETCA).

1"



MHCTpyKummn no HacTpoiike poyTepa

AiMesh

01 MNoymonuaHwuio XP4 pabotaet B KauecTse poyTepa AiMesh.
Ero Takke MOXXHO 00aBUTb B CYLLECTBYHIOLLYIO CUCTEMY
AiMesh B kauecTse y3na AiMesh.

B kauectBe poyTepa AiMesh: c nomoLblo ceTeBoro
Kabena nogkniounte mogem K pasbemy WAN XP4.
(MepewnTn K wary 02)

B kauectBe y3na AiMesh: B npoLiecce HaCTPONKK
pa3MeCTUTE y3en Ha paccToAHuK He bonee 3 MeTpoB

ot poyTepa. [Mogkniounte y3en AiMesh K poyTepy
AiMesh cnegyowmmm cnocobamu:
A. TMogknioueHne WiFi Backhaul (nepeiitn k wary 02).
B. Mopkniouenue Ethernet Backhaul: Moakniounte
Kabenb Ethernet ot pasbema LAN poyTepa AiMesh
K pa3bemy WAN y3na AiMesh.
C. MopkmnioueHme Powerline Backhaul (nepeiitn K wary 02).

AiMesh Node AiMesh Router
Use XP4 as a node Use XP4 as a router




02 MopkniounTe XP4 K HaCTEHHON 3NEKTPUYECKOIT PO3eTKe C
MNOMOLLb NOCTABAAEMOTO B KOMMNEKTE IHYpa NUTaHuA.

MpymeyaHns:

«  BousbexxaHve yxygLweHus cUrHana u CHIKEHNA CKOPOCTU
nepefayv AaHHbIX He UCMOMb3yITe YAMHATENN,

. Ona YMeHbLUEHNA NOMEX OT S/1EKTPOCETN NOAKOUUTE LLHYP
NTaHNA HENOCPEACTBEHHO K HaCTeHHOW Po3eTKe.

«  [lna yBenmueHma CKOPOCTM Nepesayn AaHHbIX NOAKIoYanTe
LWHYP NUTAHKA K TPEXKOHTAKTHbIM PO3eTKaM BMeCTO
[BYXKOHTaKTHbIX.

03 [oxauTecb NOKa MHAWKATOP He 3aropATCaA CUHIM,
MoKas3blBas, YTO YCTPOWCTB rOTOBO K HACTPOVIKeE.

04 Bxnounte Bluetooth Ha TenedoHe 1 3anycTuTe NpunoxeHme
ASUS Router. BbinonHuTe 0gHO 13 cnegyowmx AeicTeum
1 CnegymnTe MHCTPYKLUMAM Ha SKpaHe 41A 3aBepLUeHNS
HacTponkm AiMesh.
Haxmute Hactpontb HOBYIO ceTb, ecnin Bbl ncnonb3yete
XP4 B kauectBe poyTepa AiMesh; nnu
Haxmute [lo6aButb y3en AiMesh, ecnu Bol ncnonb3syete
XP4 B kauectBe y3na AiMesh.

MPUMEMAHMUE: [ins ycTaHoBKM poyTepa AiMesh B KauecTBe pexrma
TOYKM BOCTYMA, BONAWTe B BeO-mHTepdeiic (http://router.asus.com) u
nepenguTe Ha CTpaHVLy AGMUHUCTPMPOBaHMe > PeXxnm paboTbi.
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2 [lepBoe BKIIOYeHNE
2.1 YcraHoBka npunoxeHusa ASUS Router

Ckauaiite 6ecnnatHoe npunoxerue ASUS Router ana HacTpoiikm v
ynpaBnieHnsa poyTepoMm.

SN 75U Fovter)

GET ITON z Download on the
» Google Play S App Store

2.1.1 BbicTpas HacTponka UHTepHeT (QIS) c nomouybio
npunoxeHua ASUS Router

3anyctute npunoxeHve ASUS Router n cnepyinte MHCTPYKLMAM Ha
3KpaHe AN HaCTPONKM CeTH.

7:56 PM EMZE 7:56 PM P

Home X Choose Setting Device

"—"3 Set up a new network

5@ Add AiMesh node

sse
‘E} Share guest network




ASUS ZenWiFi series router System Setup

ZenWiFi AC ZenWiFi AX

o

ZenWiFi AX Hybrid

ZenWiFi AX Mini ZenWiFi AC Mini

ZenWiFi AX Hybrid

@ 7:58 PM 8:02 PM

System Setup System Setup

Create Wi-Fi Network Good Connection!

Personalize your Wi-Fi network name(SSID)
passwo

Your network is operating perfectly!
2.4GHz Wi-Fi Ne

2.4GHz Wi-Fi Network Password

5 GHz Wi-Fi Netwark Name (SSID)

MpumeyvaHus:

Ecnn y BO3HVKNM Npo6nembl C MOMCKOM poyTepoB, ybeauTech, Uto
poyTep U y3en HaxoAATCA JOCTaTOUHO AaneKko Apyr oT apyra. [omexu
OT POYTEPOB MOFYT YCIOXHUTb MPOLLECC HACTPOWKN.

Mpw HacTporiike SSID MoXxHo BblOpaTh Separate 2.4GHz and
5GHz, uto6bl Ha3HauMTb pasHble SSID anA Balyx 6eCnPOBOAHBIX
ANana3oHOB.

15



[inAa npoBepKu HaCTPOWKM poyTepa 1 y3na B npunoxerHun ASUS
Router nepengute B MaBHbIN 3KpaH 1 NpoBepbTe ceTeBoe
COefIMHEHVE MeXY POYTEPOM U1 Y3/IOM.

+ 3eneHasa nonoca MeXAYy OBYMA Y3/1aMW YKa3blBA€T Ha CUNbHbINA
CcurHan,;

+ HaxmuTte Ha y3en onAa npoBepkn MOWHOCT CUTHala Wi
Ka4yeCTBa COeNHEHUA.

. 192.168.50.1

ZenWFIAX Hyorid BAP-101

ZenWiFi AX Hybrid

&,
ZenWiFi AX Hybrid ZenWiFi AX Hybrid

@

AiMesh Wi-Fi System AiMesh Wi-Fi System

jiP 0 A8 E‘

Backhaul Connection Priority Auto >
Preferable Uplink AP Auto >

LED Settings &

Device name ZenWiFi AX Hybrid

e




Mocne NogKNYEHNA y3na NHAMKATOP poyTepa MOXET CTaTb
3€eN1eHbIM, YKa3blBas Ha BbINOSIHEHME POYTEPOM BHYTPEHHEN
onTUMmU3aLmMu. B 3T0 Bpems yCTPONCTBa MOy T NOAKIOUATLCA

K CETY, HO NPOV3BOAUTENBHOCTb MOXET ObiTb OrpaHuyeHa. Mbl
PEKOMeHAYeM JOXKAATbCA BbINMOSHEHWA TECTOB, NOKA VHAMKATOP
poyTepa He CTaHeT 6efbiM.

Mpu He06XOANMOCTN MOXETE NepenTI B Be6-uHTEpdEiC poyTepa
ANA AOMNONHUTENbHbBIX HACTpoeK. [MogpobHyto nHpopmaLuio
CMOTPUTE Ha ClIeAYHOLLMX CTPAHMLAX.
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2.2 Bxop B Beb6-uHTEpdeiic

[aHHbIn 6ecnpoBOAHON POyTepP UMEET UHTYUTUBHO MOHATHBIN
rpaduyeckmin nHTepdeiic nonbosatens (GUI), uto nossonset
Nerko CKoHUrypmpoBatb ero GpyHKLMM Yepes bpaysep, Hanpumep
Internet Explorer, Firefox, Safari unm Google Chrome.

MPUMEYAHMUE: OyHKLMM MOTYT M3MEHATLCA B 3aBUCMOCTY OT BEpCUm
MPOLUVBKM.

[na Bxopaa B Be6-uHTepdeic:
1. B 6pay3epe BBeguTe http://routerasus.com.

2. B okHe Bx0fia, BBEAWTE NMSA NOIb30BATENA MO YMONYAHUIO
(@admin) n napons (@dmin).

3. Tenepb MOXHO NCMONb30BaTb BEO-MHTEPEIC AN
KOHOUrypaLmm pasfnyHbIx NapamMeTpoB poyTepa.

BepxHme KHOMKM
|
s B = TP M ybria Nudopmauusa
MeHio
HaBuraunu
Mpasbin
cTon6ey
CpepHuii
cron6ey

MPUMEYAHMUE: MNpu BXoge B Be6-HTEPOEIC B NEPBbIN pa3
ABTOMATUYECKI MOSBUTCA CTPaHKULA ObIcTpon HacTpoiku MHTepHeT (QIS).




2.2.1 bbicTpas HacTponka UHTepHeT (QIS) c nomoubio
Be6-nHTepdelica

OyHKUMA ObICTpO HacTpolKkK nHTepHeTa (QIS) nomoxeT Bam
ObICTPO HACTPOWTL NOAKIIOYEHNE K IHTEPHET.

MPUMEYAHMUE: lNpwn nepBom NOAKOUYEHNN K VIHTEPHET HaXMuTe Ha
poyTepe KHomMKy copoca ana cbpoca poyTepa K 3aBOACKUM HaCTpOIKam
no YMONYaHWo.

[na ncnonb3oBaHua QIS c aBTomaTyeckum onpepeneHnem:

1. Bongute B Be6-UHTepdeinc. ABTOMATUYECKM MOABUTCA CTPaHULA
6bicTpoit HacTpoiku (QIS).

¥« Sign In
ZenWiFi AX Hybrid

Sign in with your ASUS router account

Mpymeyanns:

+  MoppobHyto MHGOPMaLM 06 U3MEHEHI UMEHW MONb30BATENA 1
napona cMoTpuTe B pasgene 4.6.2 Cucrema.

+  /AmA nonb3oBatens v Naponb OTANYaeTcs oT UMeHu cetu (SSID) n
Kntoua 6e3onacHocTu. ima nonb3osaTens u naposnb NO3BONAT
BOWTY B Be6-MHTepdelic poyTepa ANA KoHOMrypaLmm napameTpos
6ecnposogHoro poyTepa. ma cetu (SSID) 1 Kntoy 6e3onacHocTU
MO3BONAT 6eCNPOBOAHBIM YCTPONCTBAaM NOAKMI0YATLCA K
becnposogHoI ceTu.
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2. PoyTep nopaepmBaeT cnegytowme TUnbl NOAKYEHUA:
OuHamunueckui IP, PPPoE, PPTP, L2TP, Cratnueckui IP n
aBTOMaTuyeckm onpegenaet nHammueckun IP, PPPoE. Beegute
Heobxoammyto MHOpMaLmMio ana Balwero Tmna nogkoyeHua.

BAMHO! Heobxogumyto nHdopmauuio o Bawwem nogxntoueHnm K
MHTEpHeTY y3HalTe y Bawwero npoBangepa.

I nte rnet Please select the Internet connection type from the
Settings  options below. If you do not know the Internet
connection type, contact your ISP.

DHCP >
PPPoE >
Static IP >
PPTP >
L2TP >

] Special Requirement from ISP

Previous

pna PPPoE, PPTP n L2TP

Inte rnet Please enter the required information below.
ISP Account Setting

Username

Password



[na ctatuueckoro IP

I nte rn et Static IP allows your PC to use a fixed IP address
Static [P provided by your ISP.

IP Address

192.168.1.215

Subnet Mask

255.255.255.0

Default Gateway

192.168.1.1

DNS Server1

192.168.1.1

DNS Server2

MpumeyaHus:

+  ABTOMaTMueCKoe onpefeneHve Tuna NOAKIYEHNA MEET MecTo
Mpu NepBOI HaCTPOIKe poyTepa Ui nocne cbpoca poyTtepa K
HacTpOKam No YMOMYaHWIO.

+  Ecnn QIS He moxeT onpefenutb TUN NOAKNYEHNA K IHTepHerT,
HaxmuTe Skip to manual settings v BpyuHyto ckoHGUrypupyiite Tin
NOAKNIOYEHMA.

3. HasHaubte ums cetn (SSID) n kntou 6e3onacHoCTM Ans
6ecnpoBoAHbIX NoakntoueHnin 2.4 My n 5 My, Korga 3akoHuuTe,
HaxXmuTe MpuMeHnTDb.
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Assign a unique name or SSID (Service Set Identifier)
to help identify your wireless network.

Network Name (SSID)

00000000johnny

Wireless Security

MPUMEYAHUE: Ecnmn TpebyeTca HazHaunTb pa3Hble SSID ana
6ecnposogHoi cetn 2,4 Ty 1 5 ITw, yctaHoBuTe dnaxok OTaenbHble 2,4
Mywn5ITu.

Assign a unique name or SSID (Service Set Identifier)
to help identify your wireless network.

2.4GHz Network Name (SSID)

‘ 00000000johnny

5GHz-1 Network Name (SSID)

‘ 00000000johnny




2.3 TMopknioueHne K 6ecnpoBoaHON ceTh

Mocne HacTpolKn becnpoBogHoro poyTtepa Yepes QIS K
6ecnpoBOAHON CETV MOXHO NOAKIYUTL KOMMbIOTEP 1 ApYrie
YCTPONCTBA.

Ona noaknioyeHns K Baweir ceTn BbinonHuTe cnepyiowyee:

1.

[na npocMoTpa [OCTYNHbIX 6eCnPOBOLHDBIX CETEN LENKHUTE MO
MKOHKe CeTu il B 0611aCTN yBEOMIIEHWIA.

. BbibepuTe GecnpoBogHyto ceTb, K KOTopol Bbl xenaeTte

MOAKMOUNTBCA U HaxMUTe MogKNIUNTD.

. Mpwu gocTyne K 6e3onacHoi 6eCNpOBOJHON CETV BBEANTE

naponb nnn ceteBom Kntou 1 HaxmuTe OK.

. JloxanTecb NogKNtoYeHns KOMMbIOTEPA K 6eCI'IpOBO£|,HOVI CEeTN.

MKoHKa m 0To6pa>KaeT COCTOAHME NOAKNKYEHNA N MOLWHOCTb
CUrHana NnpoBOAHOIO Unn 6ECI'IpOBO,EI,HOI'O NoAKIOYEHNA.

MPUMEYAHUA:

MoapobHyto MHPOPMAL0 NO HACTPOIIKe GECNIPOBOAHON CETH
CMOTpWTE B CNefyIOLLel rnaBe.

MoapobHyto HPOPMaLMIO NO NOAKMIOUYEHNIO YCTPONCTBA K
6ecnpoBOfHON CETV CMOTPUTE B PYKOBOACTBE NOMb30BaTeNA
YCTPONCTBa.
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3 KoH¢urypayusa obwmx
HacTpoeK

3.1 Wcnonb3oBaHue KapTbl ceTH

KapTa ceTn no3sonsaeT KOHPUrypmpoBaTb NapameTpbl CETEBOW
6e30nacHOCTW, yNpaBnATb ceTeBbIMU KnveHTamu 1 USB-
YCTPONCTBAMM.

/iSUS ZenWiFiAX Hybrid Logout Reboot

i Quick Tnternet Operation Mode: Wirsless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101
K Setup

System Status
Internet status:
Connected

WAN IP: 192.168.51.245
DDNS: Sign up

[g) AiProtection
Security level:
() Adaptive Qos WPA2-Personal 8

@: USB Application
RAM

Total

T Used Free
O Aicloud 2.0 335MB 177MB S12MB

65%
Advanced Settings

[A\ wireless
[ Lan

Ethernet Ports
Ports Status
waAN 1 Gbps

@ vve LAN 1 Unplugged
LAN 2 Unplugged

ven

Powerline

*H Firewall Status Tx (Mbps)  Rx (Mbps)
MIMO 673 678

LY Administration

o

B

£} Network Tools

Manual | Product Registration | Feedback
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3.1.1 Hactpoika napameTpoB 6e3onacHoCTU
6ecnpoBogHoIi ceT

[ins 3aWmTbl 6eCNPOBOAHOI CETV OT HECAHKLIMOHNPOBAHHOMO
AOCTYMa, HeOOXOANMO HACTPOUTb NapameTpbl 6e30MaCHOCTW.

[nA HacTpoIKn napameTpoB 6e30MacHOCTL:
1. B meHto HaBurauum Boibepute O6wme > Kapra cetm.

2. Ha 3kpaHe KapTbl ceTi, Nof 061acTbio COCTOAHME CUCTEMDI
MOXHO CKOHOUIYpUpPOBaTb NapameTpbl 6e30NacHOCTM
becnpoBoaHoii ceT, Hanpumep SSID, ypoBeHb 6e30MacHOCTU 1
HACTPONKM WNPOBAHNS.

MPUMEMAHMUE: Bbl MoXeTe HaCTpOMTb NapaMeTpbl 6e30MacHOCTY A4S
JAnana3oHoB 2.4 [Tuwn 5 Mu.

Hacrpoiiku 2.4 Ty, Hacrpoiiku 5 'y,

System Status

5 GHz
Wireless Status
Network Name (SSID)

BAP-101

Authentication Method
2.4 GHz WPA2—Personal V.

Network Name (SSID) WPA Encryption

AES v

BAP-101
Authentication Method
WPA2-Personal ~ WPA-PSK key
WPA Encryption asus0000
AES v
WPA-PSK key
asus0000

3. B none Wireless name (SSID) BBeuTe YHMKanbHoe maA ana
Bawuel 6ecnpoBoaHoON ceTu.

4. B Bbinapatowwem cnucke WEP-wmdpoBaHue BoibepurTe metoa
WwrppoBaHuA Ana 6ECNPOBOAHON CETU.

BAXHO! Cranpaprt IEEE 802.11n/ac He nogaepxmBaeT
BblCOKOCKOpOCTHOro coepuHeHnsa ¢ WEP nnn WPA-TKIP kntouom. Ecim
Bbl ucnonb3yete 3Tv MeTOAbI WPPOBAHMA, CKOPOCTb Nepesaymn AaHHbIX
cHu3mTca o IEEE 802.11g 54Mbps.

5. BepgwuTe ko 6e30MacHOCTW.
6. Korpa 3akoHuute, HaxkmuTe MpUMeHUTD.

25



26

3.1.2 YnpaBneHue ceTeBbIMUN KNMeHTaMM

SUS ZenWiFT AXHybrid Logout Reboot

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101

Client status

Online  Wireless (3)

AiMesh

=]

st Network 50:ED:3C:03:82:D7
[g) Aiprotection
Security level:

(P) Adaptive Qos WPA2-Personal 8

>
&5 vss Application

192
84:F3:EB:93:FE:62

£ Aicioud 2.0

Refresh

[nsa ynpaBneHus ceTeBbIMMN KNMEHTaMM:
1. B MeHIo HaBUrauum Bbibepute O6wme > Kapra cetu.

2. Ha 3KkpaHe KapTa ceTu, BbibepuTe NKOHKY COCTOSIHUE KNNeHTa
ANA 0TOOPaXeHNs NHGOPMALII O CETEBBIX KIIMEHTAX.

3. [Insa 6110KMpPOBaHUA KNMEHTa, BbIGEPUTE KNEHTA U HAXMITE
Block.



3.1.3 MoHuTopuHr USB-ycTporcrsa

becnposogHoii poyTep ocHalleH noptom USB, npegHazHauyeHHbIM
pna nogknoueHna USB-Hakonutena nnm USB-npuHTepa, uto
obecneurBaeT o6LWMI AOCTYN K hainam n NpuHTepY.

/SUS ZenWiFI'AX Hybrid

s QuickInternet
R Setup

General

@ Network Map )

P&, AiMesh

@3 Guest Network
[g) AProtection
(P) Adaptive Qos
&5 vss Application

£ Aicloud 2.0

Advanced Settings

[\ wireless

] o

8. Alexa & IFTTT

@ v

Logout

Reboot

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43339 SSID: BAP-101

Clients:

View List

AiMesh Node:

Internet status:
Connected

WAN IP: 192.168.51.245
DDNS: Sign up

Security level:

WPA2-Personal 8

USB 3.0

ASMT 2105

External USB disk status’
Information
Model Name:
ASMT 2105
Avallable space:
222.936 GB
Total space:
223.444 GB

Media Server:
Go

AIDisk Wizard:
Go

‘Safely Remove disk:
Remove

MPUMEYAHUE: [1na ncnomnb3oBaHua 310N GYHKLMU HEO6XO[MMO
nogknountb USB-HakonuTenb, Hanpumep xectkun guck USB nnmn USB

¢dnaw-guck k nopty USB 3.0 Ha 3aaHel naHenn 6eCnpoBOAHOMO poyTepa.

Y6eputecb, uto USB-HakonuTenb rotos K Cnonb3oBaHuto. CMcok
COBMECTUMBIX YCTPOWCTB CMOTpHTe Ha http://event.asus.com/networks/

disksupport.
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BAXHO! CHauana Heobxoaumo Co31aTb YUYETHYHO 3annch 1 3a8aTb AN
Hee NpaBa LOCTyna, NO3BONANLLME JPYrM CETEBLIM KNeHTaM AOCTYNa
K USB-yctpoiicTay uepes FTP, Samba nnm AiCloud 2.0. ina nonyyeHus
LOMONHUTENBHOM MHOPMaLMK cMoTpuTe pasgaensl 3.6 icnonb3oBaHue
USB npunoxennii 1 3.6 UcnonbzoBaHue AiCloud B gaHHOM
PYKOBOACTBE.

Ona moHutopunrra USB-ycrponcrsa:
1. B MeHto HaBurauum Bbibepute O6wme > Kapta cetu.

2. [ina otobpaxkeHna nHdopmaumm 06 USB-ycTpoicTae Ha SKpaHe
KapTbl ceTu BblbepuTe nKoHKy CoctoaHme USB agncka.

3. B none AiDisk Wizard Haxmute GO gna co3ganua FTP cepsepa,
no3songoLlemy obmeH dannamm yepes ViHTepHer.

Mpumeyanus:

« [lononHuTenbHyto nHGopmaLmio cMoTpuTe B pasgene 3.5.2
WUcnonb3oBaHMe cepBepoB JaHHOTO PyKOBOACTBA.

«  becnposogHoi poyTep paboTaet c 6onbwmnHcTBoM USB xecTkix
AVCKoB/ GnaLW-AnCKoB (pa3mepom Ao 2 T6) 1 NoLAEPKMBAET UTEHNME U
3anucb ana FAT16, FAT32, EXT2, EXT3 u NTFS.



be3sonacHoe nssneuyeHne USB-gucka

BAMHO! HenpasunbHoe nssneyeHne USB fucka MOXeT NpuBeCTy K
noTtepe AaHHbIX.

[na 6e3onacHoro nssnevyeHnsa USB-Hakonutensa:
1. B meHto HaBuraumm Bbibepnte O6wme > Kapra cetn.

2. B npaBoM BepxHeM yriy HaxXmuTe > OtknounTb USB-
HakonuTtenb. [locne ycnewHoro otkntoveHns USB-Hakonutens
COCTOAHME N3MEHUTCA Ha OTKIIOYeH.

iSUS ZenWiFTAX Hybrid Logout t

o QuickIntemet Operation Mode: Wireless router Firmware Ve .0.0.4.386 43339 SSID: BAP-101
X setup

etuj ™
.\ ... .. EjectUSB disk ASMT 2105
External
General

Internet status:
Health
£

Connected Information
WAN 1P: 192.168.51.245
DDNS: Sign up

| ASMT 2105

| 6}3 Network Map

Model Name:

&3 Guest Network Avallable space:
- 222.936 GB

[g) AiProtection Total space:

Security level: 223.444 GB

(D) Adaptive gos WPA2-Personal 8 Media Server: o
&5 UsB Application

AIDisk Wizard:
Go

£33 Aicloud 2.0

Advanced Settings
[S) wireless e

@] wan

Safely Remove disk:
Remove

Clients: USB 3.0

ASMT 2105 v
View List

@ m

VPN

W Firewan

AiMesh Node:

13 ndministration
2
IE ey

£} Network Tools

Manual | Product Registration | Feedback
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3.1.4 Hactpoika cucrembl AiMesh

[Ona Hactpoinku ASUS AiMesh, ybeguTecs, uto y3en AiMesh
MCMONb3yeT 3aBOACKME HACTPONKYM NO YyMonyaHuio. Bo Bpema
YCTaHOBKY Pa3MecTuTe poyTep 1 y3en Ha PacCTOAHMM OKOJO 3

METPOB ApYr OT fpyra.

Ona nacrpoiiku cucremy AiMesh:
1. Bongwure B nHtepdenc poytepa AiMesh.

2. lNepengute Ha cTpaHuly KapTa cetn, HaxxmuTe MKOHKY Y3en
AiMesh 1 Mouck gna gononHutensHoro y3na AiMesh.

iSUS ZenWIFTAX Hybrid Logout

o Quick Internet Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101
K s

General
= | Internet status:
@ Network Map Connected
WAN IP: 192.168.51.245
DDNS: Slgn up

& AMesh

AiMesh

&y Guest Network

@) rotection
Security level:

() Adaptive Qos WPA2-Personal

@; USB Application
zenwiri AX Aybrid (D)
O Aicioud 2.0

Clients:
[D) wiretess

] wan

Clients:

View List

@ e
& ven
r—
£ i

EZ svetemiop

£} Network Tools

Manual | Product Registration | Feedback

3. Mpw nossneHnu y3na AiMesh, HaxmuTe Ha Hero ana pobasneHmA
ero B cuctemy AiMesh. 370 3aiiMeT HeKOTOpoe Bpems,
NoAOXANTE, OXKANTECH 3aBepLUeHNA npoLecca AobaBneHNs
y3na AiMesh.



AiMesh . AiMesh

AiMesh combines more than one AiMesh combines more than one
ASUS router to form an AiMesh ASUS router to form an AiMesh
system, providing whole-home system, providing whole-home
coverage and centralized coverage and centralized
management. management.

Find AiMesh node Find AiMesh node

Search for avallable AlMesh nodes nearby to join your Search for available AiMesh nodes nearby o join your
AlMesh system. AiMesh system.

\ ZenWiFi AC Mini

24:4B:FE: It 38

innot find my AiMesh | cannot find my AiMesh
de

List of AiMesh nodes in your AiMesh system List of AiMesh nodes in your AiMesh system

ZenWiFi AX Hybrid 6 ZenWiFi AX Hybrid @

Clients: Clients:

4. Korpa 3akoHuute, neperigute B AiMesh ona npoBepku kauectsa
TPaH3MTHOTO nofkoueHusa ana y3nos AiMesh.

/SUS ZenWiFi AX Hybrid Logout Rebaot English

Quick Internet Operation Mode: Wireless router Firmware Versior 386 43105 SSID: BAP101
Satup

— Topology  System Settings

N | + Add AiMesh Node (&} Optimization I
ZenWiFi AX Hybrid
@ Guest Netwark MR
[g) Awprotection o

(7>) Adaptive Qos:
@ USE Application
£33 aicioud 2.0

Advanced Settings

[S) Wireless

o
(@] Lan

INFORMATION

& wan -

Firewall Wireless - 5GHz
Administration MAC (BSSID)  FO:2F-74:E2:D3:05
[ system Log

Network Tools
PHY rate

Transmit Rate Receive Rate
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5. Ha 370 CTpaHuLe TaKkke MOXXHO HalTh MHbOpMaLMio
O NOAKMIOYEHHBIX KIIMEHTAX M HACTOUTb KOHGUrypaLmm
TPaH3MTHOrO COeANHEHMA.

KnuneHtbl
a.

b.

Client List 2 Online

All it

Management

LED

Backhaul Connection Priority @

Auto

Preferable Uplink AP

Enable Radio

Reconnect Node

Reboot Node

Haxatvie Ha B no3Bonset npueaAsatb knvieHTa WiFi K
yKaszaHHomy y3ny AiMesh.

Korga knveHT nogkiounnca K bnkariwemy ysny AiMesh,
HaxkaTve B no3BonAeT NOBTOPHO NOAKIOUNTD €ro K
6ecnposopHon cetr. OfHaKO NPaBWIIO NPUHATAA PeLeHns O
NOAKNIOYEHNI NO-NPEeXHEMy 3aBUCUT OT ApalBepa KneHTa.

YnpasneHune

a.

MpuropuTet TpaH3UTHOrO coeanHeHnA: Ecnv Bbl
npeanoumTaeTe TPaH3NTHOE COeAVHEHe ANA BaLlen
cnctembl AiMesh, BbibeprTe nepBbIi yKa3aHHbIN
NpUOPUTET B pacKpbiBatoLLemcA MeHio Mpuoputer
TPaH3UTHOrO COeAVHEHNA.

MpeanoutuTenbHaa To4YKa AOCTYNa BOCXOAALLErO
KaHana cBa3n: Koraa y3en nogKknoyaeTca K poguTtenbckomy
MapLUpyTW3aToOPy WK APYrOMY Y37y Yepes TPaH3UTHYIO
ceTb WiFi, Bbl MOXeTe BpyUHyt0 BbIOpaTb YKa3aHHYH TOUKY
AOCTyMa BOCXOAALLEro KaHana 13 packpblBatoLeroca MeHio.

BkniounTtb paguomopynb: BkoueHne unu oTkioYeHme
PaaMoMoayns BPyUHYH.

MepenoakniounTtb y3en: Ecv TpaH3MTHOE CoeanHeHMA
y3na nogkntoueHo yepe3 Wi-Fi, a pabounii granasoH

He cooTBeTCTBYeT Bawmm oxumgaHuam, Haxmute B gna
MOBTOPHOrO MNOAKNIOUEHNA K TOUKE AOCTYNa BOCXOAALLEro
KaHana.



e. nepesarpysvrrb y3en: HaxmuTe [@1 AnA nepesarpysku ysna.

f.  Ypanutb y3en: Haxmure Jij A yaaneHna ogHoro 13 y3nos
13 cuctembl AiMesh.

3.2 Co3paHue rocteBoun ceTn

[ocTeBas ceTb NpefoCTaBAAET NOAKNOYEHNE K UHTEPHETY ANA
BPEMEHHbIX NoceTuTenen Yepes otaenbHblii SSID 6e3 pocTyna K
NIOKasIbHOW CeTu.

MPUMEYMAHUE: Poytep nognepxmsaet go wectu SSID.

[na co3gaHnsA rocteBom ceTu:
1. B meHIo HaBuraumu Bbibeprte O6wme > MlocreBas ceTb.

2. Ha 3KpaHe rocTeBoii ceTn BbibepuTe NCMONb3yeMblid 1ana3oH:
24unnmn 51Tu.

3. BbibepuTe BKnounTb.
Guest Network

The Guest Network provides Internet connection for guests but restricts access to
your Jocal network.

Network Name (SSID)

Authentication
Method
Network Key
Enable Enable Enable

Time Remaining Default setting by Alexa/IFTTT

Access Intranet

Network Name (SSID)

Authentication
Method

Network K
Epaey =, Enable Enable Enable

Time Remaining Default setting by Alexa/IFTTT

Access Infranet
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4. [InA n3MeHEeHNA roCTeBbIX HACTPOEK, LESTKHWTE MO HUM.
HaxmuTte YaanuTb 0n1a yganeHuma rocteBblX HaCTPOeK.

5. B none Ums cetn (SSID) Ha3HaubTe MMA ANA BPEMEHHON
6ecnpoBofHOM ceTu.

Guest Network

The Guest Network provides Internet connection for guests but restricts access to
your iocal network.

Network Name (SSID} ASUS_00_2G_Guest

Authentication
Method|

WPA2-Personal

Network Key Doy
Enable Enable

Time Remaining itaes Ronee Default setting by Alexa/lFTTT

Access Intranet Disable

Disable

Network Name (SSID) ASUS_00_5G_Guest

Authentication
Method|

WPA2-Personal

Network Key Cmerrtyiiop
Enable Enable

Time Remaining Uninmecdacsaes Default setting by Alexa/lFTTT

Access Intranet Disable

Disable

6. Bbibepute meTog ayTeHTUPMKaLMN.

7. Mpw Bbibope WPA-ayTeHTUdUKaLMKM BbibepUTe LWNdPOBaHME
WPA.

8. YKaxuTte Bpema focTyna unu Bbibepute nyHKT besrpaHnyHbIN.
9. Bknouute nnu otkniounte floctyn K UHTpaHer.
10. Korga 3akoHunTe, HaxkmuTe MpumeHnTb.



3.3 AiProtection

AiProtection obecneumBaeT MOHUTOPWHT B PEXMME PeaibHOro
BpeMeHU ana 06HapyXeHUA BPeAOHOCHOTO NMPOrPaMMHOro
obecneyeHnA. Takxe BO3MOXHa QUIbTPaLIMA HeXenaTenbHbIX

CanToB 1 I'Ipl/lﬂO)KEHI/II?I NyCTaHOBKa BPEMEHW AOCTYMNa K UHTEPHETY.

. Quick Internet
N Setup

General

Q{Q) Network Map

[

{g) AProtection

(P) Adaptive QoS
&5 Us® Application
<]

3 Aicloud 2.0

Advanced Settings

[SN wireless
[ am

WAN
o Alexa & IFTTT
@ s
VEN
W5 Firewall

L2 administration
(£}
EZ system Log

6} Network Toals

Operation Mode: Wireless router Firmware Ve .0.0.4.386 43339 SSID: BAP-101

AiProtection
AlProtection with Trend Micro provides reak-time network monitoring to detect malware, viruses, and intrusions before

they can reach your PG or device. Parental Gontrols let you schedule times that a connected device Is able to access
the Internet. You can also restrict unwanted websites and apps.

Parental Controls

+ Time Scheduling
« Wab & Apps Filtars

Manual | Product Registration | Feedback FAQ
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3.3.1 CeTeBasn 3awWwmnTa

CeTteBasn 3awmTa obecneunBaet 3alnTy ceTn ot
HeCaHKUMNOHNPOBAHHOIO foCTyna.

L Quick intemet Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43339 SSID: BAP-101
K setup

Network Malicious Sites Two-Way Infected Device Prevention and Parental
Protection Blocking 1S Blocking
General

) network wap AiProtection

Network Protection with Trend Micro protects against network
& explots o secure your network from unwanted access.
igp Guest Network

AlProtection FAQ
I G N
@ ‘AiProtection (

(P>) Adaptive Qos

o »
usB Applicati
2] ppzication Enabled AlProlection

Router Security Assessment.
ettings Scan your router to find vulnerabilties and offer available

options to enhance your devices protection.
[B) wireless & Y P

LAN o v ¢
m Malicious Sites Blocking
Restrict access to known malicious websites to protect
your network from malware, phishing, spam, adware,
hacking, and ransomware attacks.

@ Tevn Two-Way IPS
The Two-Way Intrusion Prevention System protects any
o device connected to the network from spam or DDoS
attacks. It also blocks malicious incoming packets to
protect your router from network vulnerability attacks,
W Firewan such as Shellshocked, Heartbleed, Bitcoin mining, and
ransomware. Addltionally, Two-Way IPS detacts
%l Administration suspicious outgoing packets from Infected devices and
avolds bonet attacks.

KoH¢urypauusa ceTeBoin 3aluTbl
InAa KOHPUrypauun ceTeBoi 3alnTb:

1. B meHto HaBuraumu Boibeprte O6wume > AiProtection.
2. HarnasHon ctpaHuue AiProtection HaxxmnTe CeTeBas 3awmTa.
3. Ha Bknagke CeteBas 3awmTa Haxmmte CKaHUpOBaTb.

Mocne 3aBepLEeHNA CKaHNPOBAHMA YTUNNTA 0T06pa3VIT
[pe3ynbTatbl Ha CTPaHULE OHEHKa 6e3onacHocTN poyTepa.



Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

Wireless encryption enabled -

WPS Disabled -

UPnP service disabled -

Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

‘Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protection enabled -

Infected Device Prevention and Blocking -

BAMHO! [Mons, nomeueHHble Kak [la 03HaualoT 6e30macHo. [yHKTbI,
nomeyeHHble Kak Het, Cna6o nnv OveHb cnabo pekomeHgyetca
CKOHMIyprpoBaTh COOTBETCTBYIOLLMM 06Pa3OM.

4. (DononHnTenbHo) Ha ctpaHuue OueHka 6esonacHocT
poyTepa BpyuHyto CKOHGUIypupyiTe NyHKTbl, NOMEYEeHHble Kak
Het, Cna6o nnu OueHb cnabo. [ins storo:

a. WenkHute no SNIEMEHTY.

MPUMEYAHME: MNpw Lwenyke no snemMeHTy OTKPOETCA CTpaHULa ero
HacTpoex.

b. Ha cTpaHuue HacTpoek 6e30MacHOCTY 31eMeHTa BHECHTE
Heo6X0AMMble N3MEHEHVA 1 HaxkmuTe MpuMeHnTb.

C. BepHwuTech Ha cTpaHuLy OueHKa 6e3onacHOCTU poyTepa U
HaXXMWTe 3aKpbITb [J15 3aKPbITUA CTPAHNLbI.

5. Ona KOH(I)I/IpraLlI/II/I HaCTPOEK 6€e30MacHOCTV aBTOMATUYECKU
HaXmuTte 3a|.|.l,|l|TIlITb poyTep.

6. Mpw noseneHnn nogTeepaeHUs Haxmute OK.
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BnoknpoBKa BpeAOHOCHDIX CaliTOB

31a GYHKLMA OrpaHNYMBAET JOCTYN K N3BECTHBIM BPEAOHOCHbIM
caiiTam, 06aBNEHHbIX B 63y [aHHBIX.

MPUMEYAHMUE: 31a dyHKUMA BKNIOYAETCA aBTOMATUYECKI NPY 3amycke
CkaHunpoBaHue poyTtepa.

Ona BKNioYeHNA 6n10KNPOBKN BPpeAOHOCHbIX CaliTOB:
1. B meHIo HaBuraumu Bbibepute O6wme > AiProtection.
2. HarnasHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmra.

3. B naHenv BnoknpoBKa BpeaoHOCHbIX caliToB HaxmuTe BKJI.

OBycropoHHun IPS

[ByctopoHHmiA IPS (cnctema npepoTBpaLleHa aTak) 3aWwuiLaeT
poyTep OT CETEBbIX aTaK, ONIOKMPYA BPpeLOHOCHbIE BXOAALLE
nakeTbl 1 06HAPY»KMBaA NOA03PUTENbHbIE NCXOAALLME NAKETI.

MPUMEYAHME: S1a dpyHKUMA BKIIOYAETCA aBTOMATUYECKN NPU 3amycKe
CkaHupoBaHue poyTepa.

[na BKniouyeHna AByxctopoHHero IPS:

1. B meH10 HaBuraumu Bbibepute O6wme > AiProtection.

2. HarnasHon ctpaHuue AiProtection HaxxminTe CeTeBas 3awmTa.
3. B naHenu isyctopoHHui IPS Haxxmute BKJI.

MpodunakTuka n 6GnoKNpoBKa 3aparkeHHbIX YCTPOMCTB

JTa GyHKUMA NpesoTBpaLLaeT 3apaXkeHrie yCTPONCTB Npu obmeHe
MepCoHanbHON MHOPMaLMEN C BHELLHEN CTOPOHOIA.

MPUMEMAHME: JTa $yHKUMA BKIIOYAETCA aBTOMATUYECKN NPU 3anycke
CkaHnpoBaHue poyTepa.




Ona BKNoYeHNA npopunakTUKu n 60KNPOBKN 3apaKeHHOro
ycTponcTea:

1. B meHto HaBuraumu Boibeprte O6wme > AiProtection.

2. Ha rnasHom ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.

3. B naHenv MpodunakTnka n 6noKNpoBKa 3aparKeHHbIX
ycTponcTB HaxmuTe BKJL.

Ona KoHPUrypauum npeanoynTaeMbixX ONnoBeLeHNIL:

1. B naHenv Mpo¢punakTka n 6n1o0KMpoBKa 3apaXKeHHbIX
ycTpoiicTB HaxxmuTe MpegnounTaembie onoBeLLeHu.

2. BbibepwTe nnu BBeAWTE NPOBaiAepa 3NEKTPOHHO NOYTHI,
YUYETHYIO 3aMn1Cb SNEKTPOHHOW NOYTbI Y MAaPOSib, 3aTEM HaXKMUTE
MpumeHnTb.
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3.3.2 Hactponka Poautenbckoro KOHTpons

PoamTenbCKMiA KOHTPOSb MO3BONAET KOHTPONMPOBATbL BPeEMS
AOCTYNa K MIHTEPHETY UM OrPaHNYMBATL BPEMS CMOMb30BaHNA
VHTEpPHeTa.

[na nepexopa Ha rMaBHYO CTPaHWLY POAWUTENbCKOrO KOHTPONA:
1. B meH1o HaBuraumu Bbibepute O6wme > AiProtection.

2. Ha rnaBHon ctpaHuue AiProtection HaxmuTe BKnagky
PoputenbcKkunint KOHTPONb.

/SUS ZenWiFi AX Hybrid Logout Reboot

o= Quick tnternet Operation Mode: Wirsless router Firmware Version: 3.0.04.386 43105 SSID: BAP-101
X setup

AiProtection
General
AiProtection with Trend Micro provides real-time network monitoring to detect malware, viruses, and intrusions before
Network Map they can reach your PC or device. Parental Controls let you schedule times that a connected device Is able to access
the Intemet. You can also restrict unwanted websites and apps.

es)
Network Protection
@; R —— (. Network Protection
3 . i
| ; 8 n
. In and Blockin

() AProtection

(P) Adaptive Qos
&5 uss Application

£ Aicloud 2.0 ' 6

Advanced Settings




OunbTpbl ANnA Be6 1 NpunoxeHui

OunbTpbl AnA BeO 1 NPUNOXKEHUI - YHKLMA POANTENbCKOro KOH-
TponsA, KoTopas No3BOJIAET 6/I0KMPOBATb AOCTYN K HEXENATENb-
HbIM CaNTOB W NPUNOXKEHUAM.

Onsa KoHpurypauumn GunbTpoB AN Be6 1 NpunoXKeHuii:

1.
2.

B meHio HaBuraumu BbibepuTe O6wme > AiProtection.

Ha rnaBHow ctpaHumue AiProtection HaxxmuTe nkoHky Pogu-
TeNbCKUIl KOHTPONb A4 Nepexofa Ha BKNagky Pogurenbckuin
KOHTPOJIb.

. B naHenn Bkniountb GpunbTpbl Ans Be6 N NpuIoKeHWN Ha-

»muTe BKJ.

. anI NOABNEHNW NNLEH3VOHHOMO CornaweHna Haxmure fl corna-

CeH.

. B cton6ue CnncoK KNMeHToB BbibepuTe UK BBEAUTE UMSA KIU-

€HTa 13 BbiMNafdalowero cnncka.

. B cton6ue Copepmmoe Bbibepute GUIBLTPDI N3 YeTbIPEX

OCHOBHbIX KaTeropuii: Bapocnbiil, MrHoBeHHble coo6LieHns
n cBA3sb, P2P n nepepava ¢aiinos n MotokoBoe BewaHue n
pa3sBneyeHus.

. Haxmue [ gns nobasneHns KNMeHTCKoro npouns.
. Haxmute MpumeHNTb ANA COXPaHEHNA HACTPOEK.

7iSUS ZenWIFTAX Hybrid

M
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Pacnucanune

PacnucaHvie No3BoNAEeT yCTaHOBUTb OrPaHNYeHe BPEMEHU AN
MCNONb30BaHNA CETU KINEHTOM.

MPUMEMAHMUE: Y6enutech, UTo CUCTEMHOE BPEMSA CUHXPOHU3MPOBAHO C
NTP-cepBepom.

/iSUS  ZenWiFi AX Hybrid

Manual | Product Registration | Esedback

Ana KoHPMrypauum pacnucaHna:

1. B MeHto HaBurauum Bbibepute O6wme > AiProtection >
Poautenbckuin KoHTponb > Pacnucanue.

2. B naHenn Pacnucanue Haxmvute BKJ.

3. B cTon6ue Uma knueHTa BBEaMTE UV BbIGEPUTE NMSA KNTUEHTA
113 BbINaAaloLLEro Crmcka.

NPUMEYAHMUE: Takxe moxHo BBecT MAC-agpec knveHTa B none MAC-
agpec KnumeHTa. YoeamTech, Uto NMA KIMEHTA HE COAEPXKNT CNeLMaNbHbIX
CMMBOJIOB UM NMPOBENOB, MOCKOMbKY 3TO MOXET Bbi3BaTb OO B paboTe

poyTepa.

4. Haxmute B pna nobasneHma knveHTCkoro npoduns.
5. HaxmuiTe MpnmeHnTb ANA COXpaHeHNA HaCTPOeK.



3.4 Wcnonb3oBaHue fincneruepa tpaduka

3.4.1 YnpasneHue QoS (kauecTBo 06CnyKnBaHuA)

KauecTBo obcnyxusaHus (QoS) nossonset Bam yctaHoBUTb
NPWOPUTET M YNPaBNATb CETEBbIM TPAQUKOM.

/iSUS ZenWIFi AX Hybrid

{5 Quickinternet Operatio 3004386 43105 SSID: BAP-101
‘N, Setup

Bandwidth Monitor | QoS | Web History s
General

QoS - QoS to configuration
@3 Network Map

PR, AiMesh

&3y Guest Network i drag-and-

T — + Traditional QoS ensures inbound and outbound bandwidth on both wired and
'l wireless connections for prioriized appiications and tasks via manual user-defined
] parameters.

(7>) Adaptive Qos ! + Bandwidth Limiter lets you set iimits on download and upload speeds.

> To enable QoS function, click the QoS siide switch and fill in the upload and download.
& USB Application
S FAC

£ Aicioud 2.0
Enable QoS oN Enabling QoS may t

Advanced Settings QoS Type O Adaptive QoS ® Traditional QoS
Wirel
(Sl Bandwidth Setting O Automatic Setting ® Manual Setiing

[W] v Select a mode that best suits your current network usage, or customize a mode.

@ ve
Media Web Surfing  Learn-From-  Work-From-  Customize
VPN Streaming Home Home

Appt
W Firewant s

Ona BknioueHns GpyHKummn AganTuBHbIn cepsuc QoS:

1. B meHto HaBuraumu Bbibeprte O6wme > AgantuBHas QoS >
BK/agka QosS.

2. B naHenu Bknountb QoS HaxmumTe BKJI.

3. HaxmuTe ABTO-HACTPOMKa A/ aBTOMATMYeCKOro Bblbopa
ONTUMANbHOW NOMOCHI NPONYCKaHWA Uy PyyHasa HacTpoika
ANA YCTaHOBKYM NONOChI NPONYCKaHUA 418 3arpy3Kum 1
CKauMBaHMA BPYUHYIO.

MPUMEYAHUE: ViHdopmaLmio O LuMprHE KaHana MOXHO NonyyuTb
y Bawero nposaipgepa (ISP). MoxHo noceTutb http://speedtest .net n
NPOBEPUTb CBO NPOMYCKHYI0 CIOCOBHOCTb.




44

4. Bbibepute TMN QoS (Adaptive nnm Traditional).

MPUMEMAHME: OnucaHue Tna QoS otobpaxaeTcs Ha BKnaake QoS.

5. Haxmute MpnumeHunTb.



3.5 MWcnonb3oBaHne USB npunoxeHui

OyHkuma USB-npunoxennsa cogepxut nogmeHto AiDisk, Cepsepbl
n CepBep nevartu.

BAXHO! [Insa ncnonb3osaHuaA cepaepHbIX GYHKLUMIA HEOBX0[MMO
noaknountb USB-Hakonutenb (kecTkumii guck USB nnm USB dnaww-
pwnck) K nopty USB 3.0 Ha 3agHel naHeny 6ecnpoBofHOro poyTepa.
Y6eputech, uto USB-HakonuTenb rotos K MCMonb3oBaHumio. Tabnuuy ¢
noAaepKnBaemMbiMm GaiNoBbIMI CUCTEMAMM CMOTpPITE Ha caiiTe ASUS
http://event.asus.com/2009/networks/disksupport/.

3.5.1 Ucnonb3oBaHue AiDisk

AiDisk no3sonset obmeHnBaTbCA paiinamm, XpaHALMMAUCA Ha
noakntoueHHom USB-HakonuTene uepes MHTepHeT. AiDisk Takxe
no3sonAeT Hactpoutb ASUS DDNS n FTP cepsep.

Ona ncnonb3oBaHus AiDisk BbinonHuTe ciepyiowee:

1. B meHI0 HaBuraumm HaxmmTte O6wume > USB Application, 3atem
HaxmuTe NKoHKY AiDisk.

2. Ha akpaHe [Jo6po noxanosatb B MacTep AiDisk HaxmunTe Go.

iSUS ZenWiFTAX Hybrid Logout Reboot English

prape— Operation Mode: Wireless router Firmware Version: 3004386 43330 SSID: BAP=101
K Setup

General Welcome to AiDisk wizard

@% Network Map
AiDisk enables you to:

g Aimesh « Share files in the USB disk through the Intemet.

« Create your own domain name for the FTP server.
« For advanced file-sharing configuration. Click here

@y Guest Network

[g) Aiprotection

6o
() Adaptive Qos

@ USB Application

£33 Aicloud 2.0
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3. BblbepuTe npaBa gocTyna ANa KIMEHTOB.

/SUS  ZenWiFT AX Hybrid

Operation Mode: Wire 4.386 43339 SSID: BAP-101
My FTP server is shared.: Decide how to share your folders.

O admin rights

(P) Adaptive QoS ® limited access rights

-] ® limitless access rights
& USB Application
= Accourt
£ Aicloud 2.0
admin
Advanced Settings

[S) wireless

] aw

4, Co3paiite CO6CTBEHHOE JOMEHHOE UMA yepe3 cnyxby ASUS

5.

DDNS, npounTaiiTe ycnoBus UCnonb3oBaHuaA 1 Bbibepute |
will use the service and accept the Terms of service" 1 BBegute
LOMeHHOoe nms. Koraa 3akoHunTe, HaxmmuTe Next.

/iSUS ZenWiFT AXHybrid Logout Reboot

£ Quickintemet Operation Mode: Wireless router Firmware Version: 3.0.04.386 43339 SSID: BAP-101
K Setup

General
@3 Network Map
1 h
[ Create your domain name via the ASUS DDNS services,

[g) AProtection O 1willuse the service

(P) adaptive qos AT62C869EBAIEIEA0BA0IOACICCBCS? asuscomm.com

@ USB Application

® Disable DDNS.

£ Aicioud 2.0

(3) wirtess

IOna nponycka HacTpoiikn DDNS BbibepuTe MponycTutb
HacTpoiiKy ASUS DDNS v HaxmuTe [lanee.

HaxmuTe F0TOBO /15 3aBEPLIEHNA HACTPONKM.

6. [lna goctyna K cos3gaHHomy FTP cepsepy 3anycTute 6pay3ep unm

FTP knueHT 1 BBeamnTe co3paHHyto FTP ccoinky (ftp://<domain
name>.asuscomm.com).



3.5.2 Acnonb3oBaHue cepBepoB

CrpaHuua CepBepbl NO3BONAET OCYLLECTBUTL 0OMEH dainamm
¢ USB-HakonuTena no cetv ¢ nomoLlbto Samba, FTP unn
mepmacepBepa. Takxe MOXHO CKOHOUIrypUpoBaTb Apyrie
napametpbl USB-HakonuTens.

WUcnonb3oBaHue meanacepeepa

becnposogHoii poyTep obecneumsaet goctyn ana DLNA-
COBMECTVMbIX YCTPOWCTB K MylbTUMEUINHbIM daiinam Ha
noakntoueHHom USB-HakonuTene.

MPUMEYAHMUE: MogkntoumTe Balue yCTPOMCTBO K NOKanbHOW CeTu
poyTepa nepep ncnonb3osaxrem ¢yHkumn DLNA-meanacepsepa.

/iSUS ZenWiFT AX Hybrid u eboot English v
Operation Mode: Wi .0.4.386 43105 SSID: BAP-101

Media Server  Networl

Media Server @

Setup the d UPnP media server.

&} Guest Network

(o] AiProtection —
L Media Server
() Adaptive os Enable UPnP Media Server ON

Media Server Name. [

& USs Application

dle
3 Aicioud 2.0
O Al Disks Shared @ Manual Media Server Path

Advanced Settings
i Apply

[\ wiretess

[ina OTKpbITVA CTPaHULbI HACTPOEK MefuacepBepa nepengmte
O6wume > USB-npunoxeHue > Bknagka Megunacepsep.
O3HakombTech C onmncaHnem nonen:
+ Bkniountb iTunes cepBep: Boibepute BKJ/OTKT ana
BKJIIOUEHWA/OTKIIoYeHrs iTunes cepsepa.
+ Bkniountb UPnP mepnacepBep: Bbibepute BKJT/OTKI1 gns
BKNtoueHns/oTknoueHna UPnP meguacepsepa.
« CoctosiHne megmnacepsepa: OTobpaxaeT cocToaHne
Mefamacepsepa.
+ Hacrpoiiku megunacepBepa: Boibeprte O6wmin goctyn Ko
BCem Anckam nnv Hacrponka megunacepsepa BpyUHYIo.

47



48

Wcnonb3oBaHue ceTeBoro okpy»<eHuns (Samba) / O6nauHoro aucka

CeteBoe oKpyxeHue (Samba) / ObnauHbIN SUCK NO3BONAET CO3AaTb
YUETHbI€ 3aM1CK U Ha3HAYUTb UM Pa3peLLEHM.

SUS  ZenWiFirAX Hybrid Logout Reboot English

= QuickInternet Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43339 SSID: BAP-101
N Setup
Media Server | Network Place (Samba) Share / Cloud Disk  FTP Share
General
Q‘Qj Network Map . “ {)
= USB Application - Network Place (Samba) Share / Cloud Disk:

Setthe account and permission of network place(samba) service.

Note: If you are using Windows® 10, use this FAQ to enable SMBv1 Client o ensure you have access to files stored within the
network.

@ AiProtection cnable Share o

(P) Adaptive Qos
Allow guest login OFF  Usemame and password s necessary to log in network piace(Samba)

rm—
@5 958 Aoplication e |

3 nicloud 2.0 Work Group | worksrour |
Advanced Settings Apply
[N Wireless @

[§] Lan admin ZenWiFi AX Hybrid

-

Ona ncnonbsoBanna Samba cepsepa:

1. B MeHto HaBUrauum Bbibepute O6wme > USB-npunoxeHne >
Cnyx6bl1 1 cepBepbl > BKagka CeTeBoe oKpyKeHme (Samba)
/ O6nauHbIil AUCK.

MPUMEYAHMUE: CeTeBoe oKkpyxeHue (Samba)/ ObnauHbIin AnUCK no
YMOIYaHUIO BKIKOYEHO.

2. Ecnn poyTep He MOXeT NOAKMIOUNTLCA K Bawwemy nposaiigepy,
nonpobyTe nepenoaKIUnTb CETb Kak OMCaHO B pasgene
MocnepoBaTenbHOCTL Nepesanycka ceTu.

[inA co3gaHnA y4yeTHOI 3anncy BbINONHUTE cneayiollee:
a) Haxmurte [€] ana nobaBneHna HOBOWM YUETHOM 3anmcu.

b) B nona Account n Password BBegunTe nma 1 naponb
CeTeBOro KnmeHTa. [oBTOpKTE BBOA NAapona Asis
nopTeepxaeHus. Haxmunte Add gna nobaBneHns y4eTHoN
3anucum.



»

New account has no read/write access rights.
Account:
Password:

Retype password:

[inAa ypnaneHus yyeTHoii 3anncu nonb3oBaTtens:

a) Bbibepute yueTHyto 3an1ch Ans yAaneHus.
b) Haxmute E.

¢) Mpwn nosBneHun 3anpoca Haxmute Yaanutb 4na
NOATBEPXKAEHMA.

IIna no6aBneHna nankm:
a) Haxmnre B

b) Beeamte uma nankm 1 Haxmmte [lo6aBuTb. Manka 6yaet
JobaBnieHa B CMNCOK Marnok.

;.9

The default access rights for a new folder is read/write.

3. B cnucke nanok BbiGepuTe nNpaBa AOCTyNa:

« R/W: BbibepuTe 3Ty onuyio Ans Ha3HaueHUs NpaB yTeHne/
3anuco.

+ R: Bb|6ep|/|Te 3Ty ONuUKIo ANA Ha3HAYEHWA NPaB YTEHKE.

« No: BbibepuTte 31y onuwio, ecnivt Bol He X0TuTe cienaTb nanky
obuen.

4. [InA nprMeHeHnA n3meHeHmin Haxmute Apply.
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Wcnonb3oBaHue FTP cepsepa

FTP cepBep no3onset obmeHmBaTbCs Gpannamm ¢ USB-Hakonutens
Mo NOKasbHOM ceTu unu yepe3s ViHTepHeT.

BAMHO!

«  Y6eguTech, uto Bbl 6e30nacHo oTkntoumnm USB grck. HenpasunbHoe
n3sneyeHne USB ancka moxeT npmBecTy K noTepe faHHbIX.

«  [1ns 6e3onacHoro n3BneyeHns USB-HakonuTens obpatntech K
nogpasgeny besonacHoe nussneyeHne USB-gucka pasgena 3.1.3
MouutopuHr USB-ycTporicTea.

/SUS ZenWiFT AX Hybrid Logout Reboot

L. Quick Internet
€S Setup

General

@3 Network Map
{a AiMesh

&3y Guest Network
[g) Atprotection

(P) Adaptive Qos

& USE Application N

Operation Mode: Wirel 04.386 43339 SSID: BAP-101

Media Server jork Place (Samba) Share / Cloud Disk | FTP Share

USB Application - FTP Share

Set the account and permission of FTP service.
Enable FTP.
Enable WAN access
Allow anonymous login

Enable TLS support OYes ®No

taximum number of concurrent connections |5/

ZenWiFi AX Hybrid

. v 2105

Englsh v

<

®

ssary tolog in FTP service.



Ona ncnonb3oBaHus cnyx6bi FTP:

MPUMEMAHUE: Y6enuTech, uto Bbl HacTpounu FTP cepBep C noMoLLbio
AiDisk. MoapobHyto nHdopmaLmto cMoTpuTe B pasgene 3.6.1 O6nauHblii
BNCK.

1. B meHto HaBuraumm HaxmmTte O6wume > USB-npunoxeHne >
BKnagka O6wwmi pecypc B FTP.

2. B cnncke nanok Bbibepute npasa focTyna:

R/W: Bbibepute 3Ty onuuio Ana Ha3HaueHns npas yteHne/

3anmcb AndA yKa3aHHOM nanku.

W: BbibepuTe 3Ty onumio Ana Ha3HauYeHWA Npas 3anucb 41A

yKa3aHHOW nanku.

+ R: BbibepuTte 3Ty onuuio 4n1A Ha3HaueHWA Npas YTeHne ana

yKa3aHHOW nanku.

No: BbibepuTe 3Ty onuuio, ecnm Bbl He XxoTUTe NpefoCcTaBnATb

06LWuIN JOCTYN K KOHKPETHO narke.

3. [nda npymeHeHnA n3meHeHnn Haxmute MpuMmeHnNTb.

4. Nna poctyna k FTP cepsepy, B 6pay3epe unwm FTP ytunute
BBeguTe ccoinky FTP://<hostname>.asuscomm.com, nma
nonb3oBaTeNa U Naponb.
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3.5.3 3G/4G

[na poctyna K MHTEpHETY K poyTepy MOXHO nogknountb 3G/4G
USB-mopem.

NPUMEYAHMUE: Cnncok nopaepxmaembix USB-MogeMoB MOXKHO HalTy
Ha cTpaHuLe http://event.asus.com/2009/networks/3gsupport.

General USB Application

o P e e e G ot 2 e AT
) Networkmap

AIDi:

B AiMesh 2 Share files in the USB disk through the Internet.

rver: nter
(§) Aprotection Setup the UPrP, Tunes, FTP and Network Place
Ga (samba).
(B) adsptive aos

> Network Printer Server

&5 vsB Application
“The network printer server supports two methot
(1) ASUS EZ printer sharing (2) LPR to share

£ aicioud 2.0

Advanced Settings

[D) wireless Switch to USB mode to use a 3G/4G USB wireless
L dongie or Androld phone as 8 USS mode. Suppart

] can

Internet Port Virtual Server / Port NAT
Connection Trigger Forwarding Passthrough
General

%) Network Map USB Modem / USB Tethering

o Swich o USB mode t use 8 /4G USE wirless donle or Androd phone as  USS modem
Basic Config
B conss network
S

[g) AiProtection ‘Special Requirement from ISP

3 irotvioh Extend the TTL value ®ves Ono
o Spoof LAN TTL value ®ves ONo
&5 uss Application

Apply
£ Aicioud 2.0

Internet port Virtual Server / Port DMZ  DDNS NAT
: Connection Trigger Forwarding Passthrough
General

Network Map USB Modem / USB Tethering @

& Amesn Switchto USE mode o use a 3G/4G US wireless dongle or Android phone as 3 USB madem.

Basic Config
@ Guest Network
Enable USB Mode oN
Sl ‘Select USB Device USB Modem v
(P) adaptive qos APN Configuration Auto v
° Telecommunications Standards WCDMA (UMTS) / LTE v
&5 vs Application
APN Servis{optiona) intemet
Dial Number a0
Advanced Settings Usemame
[DNpVEEE Password
Autentication
PIN code
UsB Adapter
ussMTY
‘Special Requirement from ISP

Extend the TTL value ®ves ONo

Spoof LAN TTL value ®Yes ONo
W Firewai

Apply

£ naminisreton




[nAa HacTPOMKM JOCTYyNa K NHTepHeTy yepes 3G/4G:

1. B meHI0 HaBuraumm HaxmmuTte O6wume > USB-npunoxeHne >
3G/4G.

2. B none Bkniountb pexxum USB nepemectute nonsyHoK B
nonoxeHvie ON.
3. HactpowTe cnegytouiee:
+ Bbi6partb ycTpoictBo USB: Boibepute cBoe 3G/4G USB-
YCTPOWCTBO 13 BbIMaJaloLLero CrmcKa.
+ Kondurypaumsa APN: [ogpobHyto MHGOpMaLmIo MOXHO
nonyuutb y Bawero 3G/4G npoBangepa.
+ TenekommyHUKaLMOHHbIe cTaHAAPTbI: BbibepuTe
TeneKOMMYHMKALMOHHDIN CTaHLAPT M3 BbINafatloLLero crnmcka.
« Ha6bupaembiit Homep 1 PIN-koa: Homep 1 PIN-kog
npoangepa 3G/4G ana nogKtoYeHnA.

MPUMEYAHUE: NMNH-Kog MOXeT OTIMYaTbCA B 3aBUCUMOCTY OT
npoBaingepa.

+ Uma nonb3oBatens / Maponb: Ima nonb3osatens n naposnb
OyamyT npegocTtasneHbl 3G/4G npoBaiifepom.

« USB-apantep: Bbi6epute USB 3G/4G apanTtep 13 cnucka. Ecnu
mogenb sawwero USB-agantepa Hem3BecTHa unu OTCyTCTBYET B
Cnucke, Bbibepute ABTO.

4. Haxmute MpumeHnTn.

5. Haxmurte Bknaaky [iBoniHon WAN, Bbibepute USB B kauecTse
ocHoBHoro WAN 1 HaxmuTte MpumeHnTb.

MPUMEMAHMUE: PoyTep GyneT nepesarpyeH Ana NprMeHeH)sA
N3MEHEHUI.

DMZ  DDNS

NAT
Passthrough

@) Network map WAN - Dual WAN

W, AiMesh ZenWiFi AX Hyt
Select Load Bal
both WAN conn

& Guest Network

Basic Config

(g) AProtection

J—
) adsptive qos f—

&3 uss Appication

O3 Aicioud 20
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3.6 Wcnonb3osaHue AiCloud 2.0

AiCloud 2.0 - npunoxeHue, NO3BONAIOLLEE COXPAHATD,
CYHXPOHM3MPOBaTb, 0OMeHVBaTLCA Gpalinamu.

@4y Guest Network
[g) Aiprotection

(P) Adaptive Qos

@: USB Apy

€23 Aicloud 2.0

Advanced Settings

[N wireless

] o

B svstemiog

12X Network Tools

0.0.4.386 43339 SSID: BAP-101

AiCloud 2.0 AiCloud Sync
AiCloud 2.0

ASUS AiCloud 2.0 keeps you connected to your data wherever and whenever you have an Internet connection. It
links your home network and online storage service and lets you access your data through the AiCioud mobile
app on your I0S or Android moblle device or through a personalized web link in a web browser. Now all your data
can go where you go.

P> Google Play
« Enter AiCioud 2.0 https:/irouter.asus.com
« Find FAQs GO
D App Store

ssing AiCloud from WAN does not work.

D Enables USB-attached storage devices to be accessed,
streamed or shared through an Internet-connected PC

or device.
Cloud Disk

P £ D Enables Network Place (Samba) networked PCs and
o=0- S devices to be accessed remotely. Smart Access can
also wake up a sleeping PC.
Smart Access

@ . Enables synchronization of USB-attached storage with
UsBe:_im . 48

cloud services like ASUS Webstorage and other
AiCloud 2.0-enabled networks.

AiCloud Sync

Manual | Product Registration | Feedback FAQ

Ina ncnonb3osanua AiCloud 2.0:

1. Ckayvante n yctaHoBute npunoxeHue ASUS AiCloud 2.0 c Google
Play Store unu Apple Store.

2. lMopgkntounTe ycTponCTBa K cetn. Cnepymnte MHCTPYKLMAM Ha
3KpaHe AN1A 3aBepLueHna npouecca Hactponku AiCloud 2.0.



3.6.1 O6nauHbIN gUCK

[nA co3gaHna o6nayHoro gncka:
1. MNopkntoumte USB-HakonuTenb K 6eCnpoBOgHOMY poyTepy.
2. Bknmiouute Cloud Disk.

@ D Enables USB-altached storage devices fo be accessed,
m“"— e streamed or shared through an Intemet-connected PG

or device.

Cloud Disk

Enavles Network Place (Samba) networked PCs and
devices to be accessed remofely. Smart Access can
also wake up a sieeping PG.

Smart Access

@ Enables synchronization of USB-atfached storage with
UsBe:_im ... o4&

cloud services like ASUS Webstorage and other
AiGloud 2 0-enabled nefworks.
AiCloud Sync

3. MoceTtuTe https://router.asus.com v BBeAUTE NIOMVH 1 NAPOSb
poyTepa. PekomeHgyetca ncnonb3osatb Google Chrome nnm
Firefox.

AiC\oud

Welcome.
Who's coming home?

Your Name

Your Password

I
®

4, Tenepb MOXHO NOAKNMOYNTBCA K o6naqumy Xpanunnuily
noboro YCTpOVICTBa, NOAKITIOYEHHOIO K UHTEPHETY.

MPUMEYAHME: [Npw gocTyne K NOAKMIOUYEHHbBIM K CETN YCTPONCTBaM
HeobXoAVMO BPYUHYI0 BBECTU UMA YCTPOICTBA U NApONb BPYYHYIO,
MOCKONbKY OHM He coxpaHsiotca B AiCloud 2.0.
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3.6.2 Smart Access

OyHKuma Smart Access NO3BONAET NONYYNTb JOCTYN K JOMALLHEN
CeTN Yepes JOMEHHOE UMSA poyTepa.

: D Enables USB-attached storage devices to be accessed,
m“. — streamed or shared through an internet-connected PC
or device.

Cloud Disk

Enables Network Place (Samba) networked PCs and
devices to be accessed remolely. Smart Aceess can
also wake up a sleeping PC.

Enables synchronization of USB-attached storage with
cloud services like ASUS Webstorage and other
AiGioud 2.0-enabled networks.

AiCloud Sync

MPUMEYAHNA:

«  Cnomouybto ASUS DDNS M0XHO co3aTb JOMEHHOE UMA AN Ballero
poyTepa. MogpobHyto nHPpopmaLmio cmoTpuTe B pasgene 4.3.6 DDNS.

« AiCloud 2.0 npepocTtaenset 6e3onacHoe coeguHeHre HTTPS no
ymonuaHuio. ina 6esonacHoro ncnonb3osaHus Cloud Disk 1 Smart
Access BeeguTe https:// [yourASUSDDNSname]. Asuscomm.com.




3.6.3 AiCloud Sync

/SUS ZenWiFIAX Hybrid
% Quickinternet Operation Mode: .0.4.386 43339 SSID: BAP-101
X setup

AiCloud 2.0 | AiCloud Sync | Sync Server ~ Settings  Log
General

@?} Network Map. AiCloud 2.0 - AiCloud Sync

@
@ Guest Network Mﬁ_é L.‘ Enables AiCloud Sync functionailly. For step-by-step instructions, go fo

FAQ
AiPratection P
() Adaptive Qos

©
G VUSB Application Usemame Foider Name Connection Status  Delete

£33 Aiciovd 2'0

Advanced Settings

[S) wireless

Ona ucnonbsosanus AiCloud Sync:

1. 3anyctute AiCloud 2.0 n HaxmuTe AiCloud Sync.
2. Bbibepute ON ana BkntoueHuna AiCloud Sync.

3. Haxmunte [l06aBUTb HOBYIO YYETHYIO 3aNMCb.
4.

Beepgute naponb ASUS WebStorage un BbibepuTe gupeKkTopuio
ANA CUHXPOHM3aLUN.

5. Haxmute MpumeHnTb.
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4 HacTpoika BOnoNHNUTENbHbIX

napameTpoB
4.1 becnpoBofHan cBA3b

4.1.1 O6wume

Ha ctpaHuLe O6Lyme MOXHO CKOHGUIYpPMPOBaTb OCHOBHblE
napameTpbl 6eCnpPOBOAHOI CETU.

/SUS  ZenWIFT AX Hybrid Logout Reboot English

5 QuickInternet Operation Mode: Wireless router Firmware Version:
Setup

General WPS WDS  Wireless MAC Filter ~ RADIUS Setting  Professional Roaming Block List
General
@?) Network Map Wireless - General
Setup the wireless related information below.
Enable Smart Comnect oN
Guest Network
Network Name (SSID) BAP-101 ]
Aiprotection —_—
Hide SSID ®ves ONo

(P) adaptive gos
Wireless Mode Auto | B Optimized for Xbox

&5 UsB Application If compatibility issue occurs when enabiing 802.11ax / WIF & mode,

802.11ax / WIFI 6 mode Enable v
201 ¥ please check: FAQ

£33 Aicioud 2.0 Ghannel bandwiatn Ao~

Auto | Current Control Channel: 100
Advanced Settings Control Channel

¥ Auto select channel including DFS channels.

[N Wireless

Extension Channel Auto~
] Lan Authentication Method WPA2-Personal
WPAEncryplion AES v

[ WPA Pre-Shared Ke) 0933699365
o, Alexa & IFTTT J

@ v

VPN

‘Group Key Roation Interval | 3600

W Firewan
X administration

(5}

AL

X Network Tools




Ona KoHPUrypawuum oCHOBHbIX NapameTpbl 6ecnpoBofHOl
cetu:

1. B meHio HaBurauuu Bbibepute [lononHUTeNbHble HaCTPOMKI >
BecnpoBofHas cBA3b > BKNagKa O6wume.

2. Ha poytepe ZenWiFi pyHkumio Smart Connect BkntoueHa no
YMOJIYaHMIO, YTO MO3BONAET CUHXPOHMU3UPOBATb HACTPOKN 2,4
My w 5 MMy, Npwr otknoueH Smart Connect MOXHO BblbpaTh
AvanasoH 2,4 My vnn 5 My ana 6ecnpoBoAHON CeTH.

3. IOna npeHtndukauum Bawen 6ecnpoBogHON CETU Ha3HaubTe
ceteBoe nmsa unm SSID (MpeHTndukatop 6ecnposogHom ceTn)
ANVIHOW A0 32 cMMBOIOB. becnpoBofHbIN YCTPOWNCTBA MOTYT
NOAKNIUNTLCA K 6eCNpPOBOAHON CETU Yepe3 Ha3HaUeHHbII
SSID. SSID Ha nH$opmaLmoHHOM 6aHHepe 0OHOBNAIOTCA NpPK
COXpaHeHNn HaCTpOoeK.

MPUMEYAHME: MoxHO Ha3HaunTb yHUKanbHble SSID g yacToTHbIX
avanasoHoB 2,4 MMy wn 5 My,

4. B none CKkpbITb SSID BbibepuTe [a ana npeaoTBpaLleHus
o6HapyxeHua SSID apyrmm 6ecnpoBOgHbIMI YCTPOWCTBAMM.
Korpga 31a GyHKLMA BKNOYEHA, AN1A OCTYyNa K 6ecnpoBogHOM
ceTun Heobxoammo BaecTr SSID BpyuHyto.

5. BblbepuTe 6ecnpoBogHON peXximm, onpesenaoLLni TN
6ecnpoBOAHbIX YCTPOWNCTB, KOTOPbIE MOTYT MOAKIOYUTLCA K
poyTeEPY:

+ ABTO: Boibepute ABTO A pa3peLleHns NOAKIIYEHMUA K
poyTepy yctpomncTs 802.11ac, 802.11n,802.11 g 802.11b.

+ Legacy: BoibepuiTe Legacy nna paspelleHnsa NoaKIoYeHns K
poyTepy yctponcts 802.11b/g/n. MakcmmanbHasa CKopocTb 1A
yctpoincts 802.11n byget 54 MowuT/c.

+ Nonly: Boibepute N only gna makcumanbHom
npowussoamtenbHocTy Wireless N. 3ToT pexum 3anpeLyaet
MOAKIoueHwe K poyTepy ycTpoicts 802.11g 1 802.11b.
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6. BblbepuTe WuprHy KaHana ana obecneyeHns BbICOKOW CKOPOCTM
nepefay JaHHbIX:

40 Mruy / 80 MI'y: BoibepuiTe 3Ty WWMPWHY KaHana ans
MaKCVManbHOM NPONYCKHON CNOCOOHOCTN 6eCnpPOBOAHON CETH.

20 Ml (no ymonuaHwmio): BbibepuTe 3Ty WMPKHY KaHana,
€C/1 Bbl CTONKHY/NCb C Npobnemamu ¢ 6eCnpoBOaHbIM
MOAKMIOYEHVIEM.

7. Bblbepute pabounii kaHan ans 6ecnpoBOgHOMO poyTepa.
BbibepuiTe ABTO /15 aBTOMATIYECKOTO BbIOOPA KaHana ¢
HaMMEHbLUMM KOJIMYECTBOM MOMEX.

8. Bblbepute meTog ayTeHTUPUKALMN:

Open System: 31a onums He obecreynBaeT 6€30MacHOCTH.

06wwmin KnoY: Bbl fomkHbI ncnonb3osatb WEP wndposaHne
11 BBECTM XOTA Obl OAVH 00LLMIA KITIoUY.

WPA/WPA2/WPA3 Personal/WPA Auto-Personal: 31a onuus
obecneunBaeT BbICOKMIA YpoBEHb Be3onacHoCTU. MOXHO
ncnonb3osatb WPA (c TKIP) unun WPA2 (c AES). Mpu Bbibope
3TOW OMUMI Bbl JOKHbBI NCMONb30BaTh LWndpoBaHue TKIP +
AES v BBecTn KnioueByto ¢ppa3sy WPA (ceTeBoi Kntou).
WPA/WPA2 Enterprise/WPA Auto-Enterprise: 3ta onyua
obecneynBaeT oueHb BbICOKMIA ypoBeHb be3onacHocTh. OHa
paboTaeT C MHTErpUpPoBaHHbIM EAP-cepBepoM 1 BHELIHUM
RADIUS-cepBepom.

Radius with 802.1x

MPUMEYAHUE: becnposofHon poyTep nogaepxmBaeT MakCManbHYO
CKopocTb nepefaun 54 MouT korna Pexxum 6ecnpoBogHoli ceTut
ycTaHoBneH B ABTo, a Metog wndposaHus - 8 WEP vnu TKIP.

9. Bbibepute wndpposaHmne WEP (Wired Equivalent Privacy) gns
AaHHbIX, NepesaBaeMblx Mo 6eCnpoBOAHON CETU:

OTkn: OtkntoyaeT WEP-wimndpoBaHme
64-6ut: Bkntouaet WEP-wmndposaHme
128-6umT: Bkniouaet ynyywweHHoe WEP-umppoBaHue

10. Koraa 3akoHuuTe, HaxmuTe MpuUMeHnTD.



4.1.2 WPS

WPS (Wi-Fi Protected Setup) - ctaHgapT 6ecnpoBoaHo
6e30MacHOCT, NO3BONAIOLMIA ObICTPO NOAKIIIOYATb YCTPONCTBA K
6ecnposopaHon cetn. OyHKuUMo WPS MOXHO CKOHPUrypmpoBaThb C
nomouibto MH-kopa nnn kHonku WPS.

MPUMEMAHUE: Y6eanTtech, uto ycTpolicTa noaaepusatot WPS.

JSUS ZenWIFi AX Hybrid Logout Roboot English v
= Quickinteme: Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101
X Setup

General < WPS WDS  Wireless MAC Fiter ~ RADIUS Setting  Professional ~ Roaming Block List
General

€ networkcMap Wireless - WPS
B4, AiMesh WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WP here via the
i PIN code or the WPS buttton.

@) Guest Network ey

r?J AiPratection Current Frequency 2.4 GHz / 5 GHz

() adaptive Qos ‘Gonnegtion Status Idie /Idle

D
&5 vse application et

£33 Aicioud 2.0
AP PIN Code | 12345670

Advanced Settings

@ Wireless

You can easily connect a WPS client to the network in either of these two ways:

0

[] ran . PIN code on the Client PIN code
field and click Start, Please check the user manual of your wireless client to see if it supports the WP function. If your
wireless client does not support the WPS function, you have to configure the wireless client manually and set the same
network Name (SSID), and securit settings as this router.

@ Push button O Ciient PIN Code |

Start

Onsa BknioueHna WPS B 6ecnpoBogHoi ceTu:

1. B MeHto HaBurayum Bbibepute JlononHUTEeNbHbIE HACTPOMNKN >
becnpoBopHas cBA3b > Bknagka WPS.

2. B none Bknountb WPS nepemectnte NoN3yHOK B NONOXeHMWe
ON.

3. o ymonuaHuto WPS ogHoBpemMeHHO 1cnonb3yeT Arana3oHbl
24Ty n 5 My, Ecnv HyXHO n3MeHUTb YacToTy Ha 2,4 [Ty nnmn 5
[Tu, nepemecTtnTe Non3yHoK B nonoxexue BbIKJ1 n HaxmuTe
MepekniounTb AnanasoH B none YacToTHbIN ANanasoH, 3aTem
nepemecTuTe NoN3yHOK B nosioxeHvie BKJI.

MPUMEYAHUE: WPS nopaepxumBaeT MeTofbl ayTeHTUdMKaLmm
Open system, WPA-Personal, WPA2-Personal n WPA3-Personal. WPS He
nopnepxuBaet Shared Key, WPA-Enterprise, WPA2-Enterprise 1 Radius.
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Wireless - WPS

'WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buttton.

Enable WPS.

Current Frequency 2.4 GHz / 5GHz Switch Frequency

Connection Status Not used / Not used
Configured Yes [ Yes

AP PIN Code 12345670

Wireless - WPS

WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buttton.

Enable WPS OFF
‘Current Frequency 2.4 GHz Switch Frequency
Connection Status Not used

Configured Enabled

AP PIN Code 12345670

Wireless - WPS

WPS (WiFi Protected Setup} provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buttton.

Enable WPS OFF

Current Frequency 5 GHz Switch Frequency
Connection Status. Not used

Configured Enabled

AP PIN Code 12345670

4. B none Metog WPS Bbi6eprte KHonka nnv MAH-Kop knuewTa.
Mpw Bbibope KHonKa nepeiigute K wary 5. Mpw Bbibope MUH-
KoA KNMeHTa nepengure K wary 6.

5. Ana Hactponkn WPS ¢ nomoLLblo KHOMKK Ha poyTepe,
BbINONHUTE CriefytoLine AencTBuUA:

a. Haxmute Hawatb nnun Haxmute kKHonky WPS Ha 3afHei
naHenu poyTepa.

b.HaxmuTe kHonky WPS Ha poyTtepe. O6bluHO NoMeyeHo
norotunom WPS.

MPUMEYAHME: PacnonoxeHue kHomnku WPS cMoTpurTe B JOKYMEHTaLMK
6ecnpoBOLHOrO YCTPOCTBRA.




C. PoyTtep HauHeT NoncK AOCTYMHbIX YCTPOWCTB. ECnn poyTep He
HangeT HX OQHOrO YCTPOWCTBA, OH NEPEKNOUNTCA B PEXIUM
OXMAAHUA.

6. [Ina Hactponkn WPS ¢ nomouypio MNH-koga KnmeHTa BbinonHUTe
cnegyiowme AenNCTBUA:
a.Hangute WPS MNH-kog B pyKoBoaCTBe nonb3osaTens
6ecnpoBOAHOrO YCTPOMCTBA AN Ha CAMOM YCTPOWCTBE.
b.Beegute NMNH-Koa KNreHTa B TEKCTOBOE MoJie.
¢. Haxxmute Myck gna nepeknioyeHns poytepa B pexum nomncka

WPS. MHgukaTtopbl poyTepa 6bICTPO MMraloT 40 3aBepLUeHUs
HacTponkm WPS,
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4.1.3 MocTt

Moct nnn WDS (Wireless Distribution System) no3sonser
CMOMb30BaTb POYTep /1A COeANHEHNA 6eCNPOBOAHBIX YCTPONCTB
Mo pafuoKaHany ans yBennyeHra 30Hbl NOKPbITVA 6eCnpoBOLHON
ceTi. OH MOXET TaKXe paccMaTprBaTbCA B KayecTse
6ecnpoBOAHOrO NOBTOPUTENA.

/iSUS ZenWiFI AX Hybrid Logout t
Operation Mode: Wireless router Firmware Ve 0.0.4.386 43105 SSID: BAP-101

General WPS | WDS Wireless MACFilter ~ RADIUS Setting  Professional ~ Roaming Block List

Wireless - Bridge

Bridge (or named WDS - ution System) function allows your ZenWiFi AX Hybrid to connect to an access point
wirelessly. WDS may also

&}y Guest Network
jon method. To set up the
[g) Aiprotect
@‘ USB Application
2]

3 Aicioud 2.0

Advanced Settings

! [\ Wireless

9] Lan

@ v

ComnctioAes i
& ve

Remote AP List (Max Limit : 4)

W Firewall
Add Delete

L2 administration
g (C)
Binn ———

1} Network Tools Apply

Manual | Product Registration | Feedback

[ina HacTpolikm 6ecnpoBogHOro MOCTa:

1. B mMeHI0 HaBuraumu BoibepuTte [lononHUTENbHbIE HACTPOIKA >
becnpoBogHas cBa3b > Bknagka WDS.

2. BbibepuTe granasoH yacToT ana 6ecnpoBogHOro MoCTa.
3. B none Pexum AP BbibepuTe ntobyto 113 cneaytowmnx onuuii:
+ AP Only: Otkntouaet dyHKLMI0 6eCnpoBOgHOrO MOCTa.



« WDS Only: BkntouaeT dyHKLMI0 6eCnpoBOgHOrO MOCTa, HO
3anpeLuaeT NOAKMIYEHNE K pOyTepy ApYrixX 6eCnpOBOAHbIX
YCTPOWCTB.

« HYBRID: BkniouaeT ¢pyHKLMI0 6ECNPOBOAHOIO MOCTA U
pa3peLLAET NOAKMIOUEHNE K poyTepy ApYrux 6eCnpoBOAHBIX
YCTPOWCTB.

MPUMEYAHMUE: becnpoBogHble YCTPOMCTBA, MOAKIOUYEHHbIE K pOoyTepy B
TMOPUIHOM PEXMME MOJTYUaAT TOMBKO MOMOBUHY CKOPOCTU TOUKM JOCTYMA.

4. B none MopgkniounTbca K TOMKaM AOCTYNa B CNMCKe BbibepuTe
Da, ecim HeOOXOAVMMO NOJKNIOUMTLCA K TOUKE AOCTYMa B CINCKE
ynaneHHbix AP.

5. B none Kanan ynpaBnenus Bbi6epuTe pabounin kKaHan ans
6ecnpoBoAHOro mocTa. Boibeprte ABTO Ans aBTOMATMUECKOro
BbIOOPa KaHana ¢ HaMEHbLUKM KONIMYECTBOM MOMEX.

MPUMEMAHME: [ocTynHOCTb KaHana 3aBUCUT OT CTPaHbl UK PervioHa.

6. B cnucke yganeHHbix AP Beegute MAC-agpec n HaxmuTe
[o6aBuTb ana seoga MAC-agpeca fOCTyNHOMN TOYUKHM
poctyna Access Points.

MPUMEYAHUE: Jliobas pobasneHHas B CNCOK TOYKa JOCTYNa
MCNONb30BaTb O,EI,I/IHaKOBbII7I C poyTepOM KaHan ynpaBneva.

Control Channel Current Control Channel: 1

Extension Channel

Authentication Method

WPA Encryption

WPA Pre-Shared Key

Group Key Rotation Interval

7. Haxmute MpnmeHnTb.
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4.1.4 Qunbtp MAC-agpecoB 6ecnpoBoAHOl ceTu

Ounbtp MAC agpecoB 6ecnpoBOAHOI CETV NMO3BONAET
KOHTPOMMPOBATb MaKeTbl € yKa3aHHbIM MAC-agpecamui B
6ecrnpoBOAHOI CETH.

/iSUS ZenWIFTAX Hybrid Logout Reboot

L Quickntarmer Operation Mode: Wireless router Firmware Version: 3004386 43105 SSID: BAP=101
K setup

General WPS WDS | Wireless MACFilter ~ RADIUS Setting  Professional ~ Roaming Block List
General

) Network Map Wireless - Wireless MAC Filter
Wireless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN.
""Basic Config
& Guest Network
Band 5GHz v

@ AiProtection Enable MA Filter ®ves ONo
(P) adaptive Qos Apply

@; USB Application

£ Aicioud 2.0

Advanced Settings

@ Wireless.

[] Lan

Onsa HacTponkn ¢punbrpa MAC agpecoB 6ecnpoBoaHoli ceTu:

1.

B meHI0 HaBuraumu BbibeprTe [lonofIHUTENIbHbIE HACTPOIIKIA
> becnpoBogHas cBA3b > Bknagka @unbrp MAC-agpecos
6ecnpoBopgHoli ceT.

B none Bknountb MAC punbtp Bbibepute Aa.

. B none Pexxum ¢punbvrpa MAC-agpecoB Bbi6epuTte MpuHATD

v OTKNOHWUTD.

+ Bbibepute MpuHATDb Ana pa3peLueHna ocTyna K
6ecnpoBopHoN ceTn ycTponcTeam u3 cnucka MAC-dpunbtpa.

+ Bbibepute OTKNOHUTD ANA 3anpeLyeHna AoCTyna K
6ecnpoBopaHoON ceTn ycTponcTeam u3 cnucka MAC-¢punbtpa.

. B cnncke MAC-¢unbtpa, Haxxmnte kHonky flobaBuTb 7

BBeamTe MAC-agpec 6ecnpoBOgHOrO YCTPOICTBA.

. Haxxmute MpnmeHnTnb.



4.1.5 Hactponka RADIUS

Hactpoiika RADIUS (Remote Authentication Dial In User Service)
obecneurBaeT JONONHUTENbHbIN YPOBEHb 6E30MACHOCTYI NpK
ncnonb3oBaHuUM pexuma ayteHTudrkauum WPA-Enterprise, WPA2-
Enterprise unn Radius with 802.1x.

/SUS ZenWiFT AX Hybrid Logout Reboot English v

s Quickinternet Operation Mode: Wireless router Firmware Version: 3.0.04.386 43105 SSID: BAP-101
N Setup
General WPS  WDS  Wireless MAC Filter | RADIUS Setting | Professional  Roaming Block List.

General

@) Network map Wireless - RADIUS Setting

B AiMesh “This section allows you to set up adtional parameters for authorizing wireless olients through RADIUS server. It s required while
= you select "Authentication Method" in "Wireless - Ger I"as "WPA-Enterprise / WPA2-Enterprise”.

3y Guest Network

[g) Atrotection Server Port

Connection Secret
(P) Adaptive Qos

>
@a USB Application.

£ Aicioud 2.0

Ona HacTpouku napameTpos RADIUS:

1. Y6enuntech, uto pexum ayTeHTUdUKaLmmn 6ecnpoBogHoro
poyTepa ycTaHoBneH B 3HaueHue WPA-Enterprise, WPA2-
Enterprise unn Radius with 802.1x.

MPUMEYAHMUE: HacTpoiiku pexnma ayteHTudrKaLmm ana
6ecnpoBogHOro poyTtepa cmoTpuTe B pasgene 4.1.1 O6wue .

2. B meHIo0 HaBurayum BbibepuTe [lononHMTENbHbIE HACTPOMKH >
becnpoBogHas cBA3b > Bknagka Hacrponka RADIUS.

3. BbibepuTe grnanasoH, ecniv Smart Connect oTKoueH.
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/iSUS ZenWiFi AX Hybrid [— Reboot English
e p— Operation Mode: Wireless router Firmware Version: 30.0.4.386 43339 SSID: BAP=101 BAP-101
R setuy

General WPS WDS  Wireless MAC Filter | RADIUS Setting  Professional  Roaming Block List
General

@'j, Network Map Wireless - RADIUS Setting

AiMesh ‘This section allows you to set up additional parameters for authorizing wireless clients through RADIUS server. It s required while
You select "Authentication Method” in "Wireless - General” as "WPA-Enterprise / WPA2-Enterprise”.

{9 Guest Network —

AiProtection Server [P Address

Sever Port
() Adaptive QoS rver For

7S Cannection Secret
& USB Application
£33 Aicioud 2.0

Advanced Settings

[\ wirefess

4. Bnone IP-agpec cepBepa Beeaute IP-agpec cepsepa RADIUS.

5. B none Kniou coegnHeHnA Ha3zHaubTe Naposib Ana JOCTyna K
cepsepy RADIUS.

6. Haxxmure MpumeHnTD.



4.1.6 MpodeccnoHanbHbI

Ha akpaHe MpodeccnoHanbHbIi MOXHO CKOHOUIYpHPOBaTb
AONONHUTENbHbIE NapaMeTpbl.

MPUMEYAHUE: Mbl pekomeHayem MCMoNb30BaTb 3HAYEHUA MO YMOSTYAHWIO.

/ISUS ZenWIFIAX Hybrid ul Reboot English v

- Quick Internet
R

General

&3 Guest Network

o) AiProtecti
) Protecion

&5 vsB Application

S Aicioud 2.0

Advanced Settings

@ ‘Wireless'
] Lan

o}, Alexa & IFTTT
@ reve

VPN

W, Firewall

g Administration
[ system Log

£} Network Tools

Operation Mode: 3.004.386 43105 SSID: BAP-101

General WPS WDS  Wireless MAC Filter ~ RADIUS Setting  Professional ~ Roaming Block List

Wireless - Professional

Wireless Professional Setting allows you to set up additional parameters for wireless. But default values are recommended.

Band

Set AP Isoated
Roaming assistant Enable | Disconnect s with RSS! lower then :|~70_|aBm
Enable IGMP Snooping Disable v

Multicast Rate(Mbps)

Preamdle Type

RTS Threshold

DTIM Interval

Beacon Interval

Enable TX Bursting

—

Enable WM No-Acknowiedgement Disablo v

Enable WMM APSD Enable v

Alrtime Faimess Disable ¥

Multi-User MIMO Enable v

OFDMA/B02. 112 MU-MIMO DL/UL OFDMA

802.11ax/ac Beamforming Enable v

Universal Beamforming Disable ¥

Tx power adjustment ell) Performance

Ha akpaHe Mpo¢eccnoHanbHbIin MOXXHO CKOHOUIYpUpoBaTb

cnepyoulee:

« [nanasoH: Bbibepute [1ana3oH, HACTPOWKM KOTOPOTO HY»KHO

N3MeHUTb.

« Bkniountb paguomopynb: Boibepute la ona BkaoueHUs
paguomopyns. Boibepute Het ana oTknoyeHna paguomogyns.

+ Bkniountb 6ecnpoBoAHbIN NNaHUPOBLYMK: MOXHO
BbIOpaTb 1CNONb30BaHwe 12-4acoBOro Unu 24-4acoBOro
dopmarta. LieT B Tabnue 03HauaeT PaspelunTb nnm
3anpeTuTb. HaxmumTe Kaxayto A4enKy And n3meHeHns
HaCTPOiKN BpemeHu B bygHue aHw, 3aTem HaxmuTe OK.
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/iSUS ZenWIFTAX Hybrid Logout Reboot

o~ Quickinternet Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP=101
X setuy
General WPS WDS  Wireless MAC Filter  RADIUS Setting | Professional  Roaming Block List

General

Wireless - Professional

& gg::(a‘ 24-hourv  Allow [ Deny
- - R

System Time Tue, May 18 18:12:09 2021

@ Alprotection Select All sun Mon Tue Wed
00~ 01
() Adaptive Qos ST

02~ 03

&5 vss Application B

04 ~ 05
S Aicioud 2.0

05 ~ 06

06 ~ 07

Advanced Settings R

5 T — 08~ 09
09 ~ 10

] A 10m1t

11~12

12~13

13~14

14n~15

oS
15~ 16
@ s 16m17
17~18

@ NEN 18~ 19

19~20
W, Firewall
0. 0.2

21022
X Administration
2] 2023

= 23028
E systemiog

16} Network Tools Cancel

Manual | Product Registration | Feedback

+ UsonmpoBatb TouKy floctyna: /13011mpoBaHvie TouKku
AOCTynNa 3anpeLyaet 6eCnpoBOAHbIM YCTPONCTBAM B CETU
MOAKMoYaTbCA APYr K APYrY. ITa GyHKLMA NonesHa Koraa K
BaLLiel CETU NOAKIOYAETCA MHOTO rocTeit. Boibepute fa ana
BK/IOUeHUA 31O GyHKUMM nnn Het gna oTKnoueHma.

+ CKopocTb MHOroagpecHon nepegaum (Méut/c): CkopocTb
MHOroafipecHom nepefauv U HaxmuTe OTKNIOUUTD 1A
OTKJIIOYEHVA MHOrOaipeCcHON nepefayn.

« Tun npeambynbi: Tn npeambynbl onpegenset
NPOAOIKNTENBHOCTb BPEMEHN, KOTOpOe TpebyeTcs
poytepy ana CRC (Cyclic Redundancy Check). CRC - 310
MeTog 06Hapy»KeHMA OLWMOOK BO BPeMs nepesayn AaHHbIX.
BbibepuTe KopoTkas ans 6ecnpoBogHon ceT ¢ 60M1bLnm
Tpadukom. Bbibepnte innHHan ana 6ecnpoBofgHON CeTU €O
CTapbiMy 6eCNPOBOAHBIMY YCTPONCTBAMMN.

« Mopor RTS: [ina 6ecnpoBogHbIx ceTel ¢ 60bLIMM TpadUKom
11 60MbLUMM KONMYEeCTBOM 6€CNPOBOAHbIX YCTPONCTB
BblGepuTEe HM3KNMIA Nopor RTS.



WutepBan DTIM: Nutepsan DTIM (Delivery Traffic Indication
Message) unu Data Beacon Rate - 310 uHTepBan BpemeHu
nepes oTNPaBKoM cUrHana 6ecnpoBogHOMY YCTPOWCTBY B
CnALLEeM peXxnMe, yKasblBas, YTo NakeT JaHHbIX OXUAAEeT
AOCTaBKU. 3HAYEHVE NO YMOMYAHUIO: TPY MUNIMCEKYHTDI.

CurHanbHbIn nHTepBan: CrHanbHbIN UHTEPBAnN - 3TO
nepuop spemenn mexay DTIM-naketamu. 3HaueHme no
ymonuanuio: 100 munnucekyHz. ina HectabunbHoro
6ecnpoBOAHOrO NOAKIOYEHNA N ANA POYMUHIA YCTPOWCTB
PeKOMEHYeTCA HU3KOe 3HaueHue.

Bxkniountb TX Bursting: TX Bursting ynyuwaet ckopocTb
nepepauy JaHHbIX Mexzy 6eCcnpoBOHbIM POYTEPOM U
yctponcteamm 802.11g.

Bxkniounte WMM APSD: Bxniounts WMM APSD
(ABTOMATMYECKNI NEPEXOA B PEXIM SHEprocbepexeHuns) ansa

yNpaBieHns SHeprocoepexeHrieM 6eCrpPOBOAHbIX YCTPONCTB.

Bbibepute OTKROUNTD AnAa otkntoueHns WMM APSD.
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4.2 JlokanbHasA ceTb

4.2.1 LANIP

Ha skpaHe LAN IP moxHO n3meHutb HacTpoiiku LAN IP poyTepa.

MPUMEYAHMUE: Niobble nameHeHns LAN IP noBnvsioT Ha HaCcTPOWKM
DHCP.

/ISUS ZenWiFTAX Hybrid English v

L. Quick Internet
€S Setup.

LANIP  DHCP Server
General

Q& Network Map LAN - LAN IP.

Gonfigure the LAN setting of ZenWiFi AX Hybrid.
Host Name. ZenWIF_XP4-D300
&3y Guest Network
ZenWIF| AX Hybrids Domain Name
[g) Aiprotaction
1P Adress 192168501

~ -

il
&5 s Application Apply

£33 Aicioud 2.0

Advanced Settings

[ wiretess

MMN

[na nameHenna napametpos LAN IP:

1. B mMeHio HaBurauum Bbibeprite JonONHUTENbHbIE HACTPOIKA >
LAN > Bknagka LAN IP.

2. N3meHute IP-agpec 1 macky noaceTu.
3. Korga 3akoHunTe, HaxmuTe MpumeHnTb.



4.2.2 DHCP-cepBep

PoyTtep ncnonbsyet DHCP gna aBToMaTyeCKoro HasHavyeHus
IP-agpecoB ceTeBbIM KnvieHTaM. Bbl MOXeTe Ha3HauuUTb AnanasoH
IP-appecoB 1 Bpema apeHfpbl.

/ISUS ZenWiFi AX Hybrid Logou Roboot
£ Quickinternet Operation Mode: Wirsiess router Firmware Version: 3.0.04386 43105 SSID: BAP-101
K Setup

LANIP | DHCPServer Route IPTV  Switch Control
General

€S network map LAN - DHCP Server
P AiMesh DHCP (Dynamic Host C rotocol for the automatic configuration used on IP networks. The DHCP server

‘e client of the of DNS server IP and default gateway IP. ZenWiFi AX Hybrid
3

() Aprotection

() adaptive qos
ZonWiFi AX Hybrid
o
USB Application
{ JLL 1P ool Sarng Adeess w2teas02
£ Aicioud 2.0 1P Pool Ending Address 192.168.50.254

Lease time 86400

DNS Server
WINS Server

‘Manual Assignment

Enable Manual Assignment ®Yes Ono

‘Manually Assigned IP around the DHCP list (Max Limit : 64)

Glent Name (MAC Address) 1P Address DNS Server (Optional)

L2 Administration
B svwemios
L1 Network Toots

Manual | Product Registration | Feedback

Ona kon¢urypauum DHCP cepBepa:

1. B meHIo HaBuraumu BbibeprTe [lononHUTENbHbIE HACTPOWMKN >
bpanamayap > sknagka DHCP-cepBep.

2. B none Bkntountb DHCP cepBep BbibepuTe Aa.

3. B none Uma pomena ZenWiFi AX Hybrid Beeaunte nma gomeHa
Ans 6ecnpoBOAHOMO MapLLpPyTU3aToOpa.

4. B none HayanbHbIN appec nyna BeeaunTe HayanbHbIn IP-agpec.
5. B none KoHeuHbIn appec nyna BBeavTe KOHeUHbIN IP-agpec.
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6. B none Bpems apenpgbl BBeuTe Bpema apeHabl IP-agpeca. Mo
ncreyeHun spemenn, DHCP cepsep Ha3HaumT HOBbIN IP-agpec.

NMPUMEYAHUA:

«  PekomeHpyetca ncnonb3osath IP-agpec B popmate: 192.168.50.xxx
(roe xxx MoeT ObITb JII0ObIM YMCIIOM B AMana3oHe oT 2 1o 254).
HauanbHbif IP-agpec nyna He JomkeH ObITb 60MbLLE KOHEYHOTO IP-
afpeca.

7. Ecnu Heobxoammo, BeeamTe IP-agpeca DNS n WINS cepepoB B
nona DNS-cepsep n WINS-cepsep.

8. PoyTep Takxe no3sonset HasHaunTb IP-agpeca ceteBbIM
KN1eHTaMm BpyuyHyto. B none BKniountb HasHaueHne Bpy4HyIo
BblbepuTe la andA Ha3HaueHuA IP-agpeca anda ykasaHHoro MAC-
afpeca B cetnt. o 32 MAC-agpecoB MOXHO A06aBUTb B CNINCOK
DHCP BpyuHyto.



4.2.3 MapuwpyTt

Ecnm B ceTn Mcnonb3yeTca HeCKONbKO POYTEPOB, MOXHO HACTPOUTb
TabnuLy MapLpyTM3aLmu.

MPUMEYAHMUE: He n3meHanTe MapLpyTbl N0 YMONYAHUIO, €CNIN Bbl He
MMeeTe NpeacTaBfieHna O MapLIpyTU3aLum.

/iSUS ZenWiFi AX Hybrid Logout Reboot English v

= Quickintermet Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101
K setup

LANIP DHCPServer ~Route IPTV  Switch Control
General

) Network Map LAN - Route

“This function allows you to add routing rules into ZenWiFi AX Hybri. It is useful f you connect several routers behind ZenWiFi AX
Hybrid o share the same connection to the Intemet
&3y Guest Network Basic Gonfig

Enable static routes ®Yes Ono

[g) AProtection

o Static Route List (Max Limit : 32)
>) Adaptive Qos
NetworkHost IP Netmask Metric  Interface  Add/ Delete

> et =i T ——— —
@l USB Application I ‘ n ‘ ‘ A @
3 Aicloud 2.0 No data In table.
Apply
Advanced Settings

[ wireless

W] an

AAna KoHpUrypauum TabnnLbl MapLupyTU3aLmu:

1. B MeHto HaBurauum Bbibepute JlononHuTeNbHbIe HACTPOMKN >
LAN > Bknagka MapupyrT.

2. B none BKniounTb cTaTMyecKne mapLupyTbl Bbibepute [la.

3. B Cnmncke cTaTmyecknx MapLupyToB BBeAVTE HGOPMALIMIO
o MapLupyTe. Haxmute flo6asuts [E] unn Yaanuts [] ans
[106aBNEHNA U yaNeHna YCTPONCTBA 13 CrIMCKa.

4. Haxmute MpumeHnTb.
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4.2.4 IPTV

BecnpoBoaHoii poyTep NOAAEPKMBAET NOLAKIOUEHNE K CyXOe
IPTV no nokanbHoM ceTv unm yepes nposarigepa. Ha Bknagke IPTV
MOXHO CKOHdUrypupoBaTb napameTpbl IPTV, VoIP, rpynnosoi
paccbinkm 1 UDP. Togpo6Hyto MHGopMaLmo MOXHO NOMyumnTb Yy
Bawero nposangepa.

SUS ZenWiFT AX Hybrid Logout Reboot

(s QuickInternet
N Setup

General

@‘J’ Network Map

@3y Guest Network

[g) Aiprotection

(> Adaptive Qos
o

@a USB Application

£ Aicioud 2.0

Advanced Settings

[N wiretess

m AN

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101

LANIP DHCPServer Route ' IPTV | Switch Control

LAN - IPTV

To watch IPTV, the WAN port must be connected to the Intemet. Please go to WAN - Dual WAN to canfirm that WAN port is
assigned to primary WAN.

Lanrport

Select ISP Profle

None.
Choose IPTV STB Port None >

‘Special Appiications

Use DHCP routes Microsoft
Enable multicast routing Disable ¥

UDP Proxy (Udpxy) 0




4.3 WAN

4.3.1 MopKnioueHNe K UHTEPHETY

Ha cTpaHuue nogknioueHre K UHTePHETY MOXHO
ckoHdurypupoBatb napametpbl WAN nogxnioueHus.

/SUS ZenWiFi AX Hybrid [—

% Quickinternet Operation Mode: Wireless router Firmware Ve .0.4.386 43105 SSID: BAP-101
K sef

Internet Dual Port Virtual Server / Port DMZ  DDNS NAT
Connection WAN Trigger Forwarding Passthrough

WAN - Internet Connection
ZenWiFi AX Hybrid supports se types to WAN (wide area network).These types are selected from the dropdown
menu beside WAN Connection  fields differ depending on the connection type you selected.
Configure the Etherniet WAN settings
Basic Config
WAN Gonnection Type
Enable WAN O Yes ®No

$ "
€% U= Aepliaaton Enable NAT Oves ®no
£33 Aicioud 2.0 Enable UPnP  UPNP FAQ OYes ®No

WAN DNS Setting
Advanced Settings

‘Connectto DNS Server automatically
[ wireless

] o
T

5 wan  wooun

" DHGP Option

Cllent-dentifer (option 61):

Account Seftings
@ e Aubercaton

il ‘Special Requirement from ISP

W Firewan tosthene

MAC Address MAC Clone
LX Administration
DHCP query frequency Aggressive Mode v
B systemLog
Extend the TTL value. ®Yes ONo

@ Network Tools ‘Spoof LAN TTL value. ®Yes ONo

Apply

Ona koHpurypauyumn napametpos WAN:

1. B meHto HaBurauuu BbibepuTe [JONONHUTENbHbIE HACTPOIKN >
WAN > Bknagka MogknioueHne K UHTEpPHeTY.

2. CkoHUrypupyiTe HUXeCeayoLe napameTpbl. Korga
3aKOHUUTe, HaxkMuTe MpUMeHnTD.

« Tun WAN-nogkntoueHus: Boibepute T1N Ballero nposangepa.
Bo3moHble BapnaHTbl: ABToMaTnyeckun IP, PPPoE, PPTP,
L2TP vnn @ukcuposanHbiia IP. Eciiv Bbl He 3HaeTe Tvn
NOAKIIOYEHNA K UHTEPHETY, MPOKOHCYNbTUPYNTECH € Bawwmm
npoBangepom.
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Bkntountb WAN: Boibepute [la ana BKoUeHNs JOCTyna
K MHTepHeTy. BoibeprTe HeT anda oTknoueHna JocTyna K
VHTEPHETY.

BkniounTtb GyHKLMIO TPAHCNALMN CETEBbIX afipecoB
(NAT): NAT (TpaHcnauma ceTeBbIX aapecoB) NpeacTaBnaeT
cobon cuctemy, B KoTopon oguH nyénuunbin IP (WAN IP)
MCNonb3yeTca ANA NpefocTaBneHna Joctyna B iHtepHet ana
CeTeBbIX KNNEHTOB C IoKanbHbIM IP-agpecom. JTokanbHbIN
IP-appec Kaxaoro CeTeBoro KneHTa COXpaHAeTCA B Tabnmue
NAT v ncnonb3yetca ana MapLipyT3aLum BXOSALMX NakeToB
JlaHHbIX.

Bxntountb UPnP: UPnP (Universal Plug u Play) nossonser
1CNONb30BaTb HECKONbKO YCTPOWCTB (POyTepbl, TENEBM30PbI,
CTepPEeoCMCTEMDI, UTPOBbIE MPUCTABKI, COTOBbIE TENEPOHDI),
KoTopble ByayT ynpaBnatbca yepes IP-cetv c unm 6e3
LIeHTPaNM30BaHHOrO yrpaBneHua yepes wito3. UPnP
CoefMHAET KOMMblOTepbl Nt0ObIX TUMNOB, 06eCneynBas eguHyo
CETb ANA yhaneHHON KOHOUIypaLuum 1 nepeaayun AaHHbIX.
HoBoe ceTeBOe yCTPOMCTBO OOHAPYKMBAETCA aBTOMATUYECKU
¢ nomolpbio UPnP. Tlocne nogknioueHns K ceTu, yCTponCTBa
MOHO JMCTaHLMOHHO CKOHOUIypUpoBaTh 1 NOAAEPKKA
P2P-npunnoeHuin, MHTEPAKTUBHbIX UIP, BUAEOKOHMEPEHLWI 1
Be6- 1M NPOKCK-CepBePOB. B oTnnume oT nepeHanpaBneHns
MopTOB, KOTOPOe TpebyeT pyyHoln HacTpowKy, UPnP
aBTOMATMYeCKIN HAaCTPaMBAET poyTep AnA NPUHATAA BXOOALLMX
coefjHeHUI 1 NepefaeT 3anpochl K onpeaeneHHomy
KOMMbIOTEPY B NOKaNbHOMN CETH.

MogknioueHne K DNS cepBepy aBTomaTnyecku: [lozsonaer
poyTepy aBToMaTuyecku nonyumntb IP-agpec DNS cepsepa

ot npoBangepa. DNS - 3T0 XOCT B MIHTEPHETE, KOTOPbIIA
TpaHcampyeTt umeHa VHtepHer B IP-agpeca.

AyTeHTNPMKALMA: DTOT MYHKT MOXKET YKa3blBaTbCA
HeKOTOPbIMM NOCTaBLYMKamm ycnyr IHTepHeTa. YTouHuTe y
Bawwero nposaiifiepa 1 3anonHuTe B Clyyae HeoObXo[NMOCTH.

Mma xocTa: 310 none no3sonseT yKasaTb MMA XOCTa 4J1A
poyTepa. O6bIuHO, 3TO CneumanbHoe TpeboBaHue OT
nposangepa. Beegure nma xocTa 3aecb, Ny Ball Nposangep



Ha3Ha4ywnn ero Asid Ballero KoMnboTepPa.

MAC-agpec: MAC (Media Access Control) agpec
YHUKaNbHbIN NaeHTPUKATOp AN CETEBOro YCTPONCTBA.
HekoTopble nposaigaepbl KoHTponupytoT MAC-agpeca
YCTPOWCTB, NOAKIOUYEHHBIX K UX 060PYLA0BAHMIO N MOTYT
3anpeTuTb NOAKIIIOYEHEe YCTPOCTBA C He3HakoMbiM MAC-
agpecom. Bo n3bexaHue npobnem ¢ nogKnoyYeHeM 13-3a
He3apeructprposaHHoro MAC-agpeca BO3MOXHbI ciefytoLyme
JEencTBuA:

« Obpatutecs K Bawwemy nposaigepy 1 nonpocute 06HOBUTb

MAC agpec.

« CknoHupymte nnu nsmennte MAC-agpec poytepa B
cootseTcTBUM ¢ MAC agpecom opurmHanbHOro yCTponcCTBa.

4.3.2 sonHonn WAN

[laHHbI 6eCcnpOBOAHON poyTep NOAZEPKMBAET GYHKLIO BOHO
WAN. OyHkuma aeonHon WAN moxeT GyHKLIMOHMPOBATb B NIl0OOM
13 3TVX [1BYX PEXMMOB:

OTKa30yCcTONYMBOCTD: BbibepuTe 3TOT pexmm ans
ncnonb3oBaHua BTopuyHoro WAN B KauecTBe pe3epBHOro.

banaHcmpoBKa Harpy3sku: Boibepute 3TOT pexum ans
OfHOBpEeMeHHOro ncnonb3osanua geonHoro WAN gna
yBeNMYEHMA NPOMYCKHOW CMOCOOHOCTMN 11 HAAEXKHOCTM.

Pa3spewmnTb BocctaHoBNneHue noce c6osa YcraHosuTe
GnaxoK 1A aBTOMATUYECKOTO NEPEKIIIOYEHNA Ha NEPBUYHDII
WAN nHTepderic, Korga oH CTaHeT BOCTYMHbIM.
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Internet Port Virtual Server / Port DMZ  DDNS NAT
Connection Trigger Forwarding Passthrough

WAN - Dual WAN

ZenWiFi AX Hybrid provides Dual WAN support. Select Failover mode to use a secondary WAN for backup network access.
Select Load Balance mode to optimize bandwidth, maximize throughput, minimize response time, and prevent data overload for
both WAN connections. Dual WAN FAQ

Basic Config

Enable Dual WAN ON

Primary WAN WAN v

‘Secondary WAN UsB v

Dual WAN Mode Fail Over v M Allow failback

‘Auto Network Detection

Detailed explanations are available on the ASUS Support Siie FAQ, which may help you use this function effectively:

Detect Interval Every |5 seconds
Failover Trigger Condition When the current WAN fails | 12 | continuous fimes, failover to Secondary WAN

Network Monitoring M DNS Query M Ping

Apply

« WHTepBan o6HapyxeHusa: 3agaiiTe MHTepBan BpeMeHH (B
CeKyHAax) Mexay OTnpaBKo NakeTos ping.

+ Ycnosue Failover Trigger: 3azaiite Bpema na nepekioyeHms
Ha Apyromn nHTepdenc nocne NoMyyYeHnA 1 OTCYTCTBUA OTBETA
oT uenesoro IP-agpeca.

+ CeTeBOW MOHUTOPUHT

1) DNS-3anpoc: Boibepute 3Ty onuuto, ecnm TpebyeTcs
nepuoanyeckmn paspetatb Lenesoe FQDN (nonHoe
JIOMEHHOE 1MS).

Network Monitoring @ DNS Query @Ping
Resolve Hostname dns.msftnesi.com

Resolved IP Addresses 131.107.255.255 112.4.20.71 fd3e:4f5a:5b81::1

2) Munr: Boibepute 3Ty onuuio, ecnv TpebyeTtca neprognyecki
NpoBepATb CBA3b C JOMeHOM unu IP-agpecom.

Network Monitoring @ ONS Query @ Ping

Ping Target www. Facebook.com H

Ecnn npobnema nogknioyeHns K IHTEPHETY BO3HMKAET 13-3a
npo6nembi ¢ apeHgort DHCP, Hanprmep ncTeyeHre Cpoka AencTens
IP-agpeca, moxHo ncnonb3osatb DNS Query unm Ping ans
PeLLeHA 3To Npobnembl.



4.3.3 lMNepeknioyeHne NnopTos

OyHKLMA NepeKioYeHns NOPTOB OTKPbIBAET BXOAALLMIA MOPT Ha
OrpaHNYEHHbIN Nepuo BPEMEHM, KOTAA KITMEHT B IOKaNbHO
CETU 3aMnpalLVBaEeT UCXOAALLEE COeAVHEHME Ha 3aiaHHbI NOpPT.
MepeknioyeHne NOPTOB UCMOMb3YETCA B CIIEAYIOLLMX CITyYasX:
+ HeckonbKnm nokanbHbIM KNieHTam Heobxoarma
nepeagpecaums NopToB Ans OAHOTO NPUIOXKEHNA B pasHOe
BPEMS.

. anIJ'IO)KeHVIIO Tpe6y}OTCFI KOHKPETHbIE BXOAALLNE MOpPThI,
KOTOpPbIE€ OTINYAKOTCA OT UCXO4ALLNX NOPTOB.

3.0.04.386 43105 SSID: BAP-101
Virtual Server / Port DMZ  DDNS NAT
Passthrough

General

E) Network map WAN - Port Trigger

PortTrigger allows you to temporarily apen data ports when LAN devices require unresiricted acoess to the inferet. There are
w0 methods for opening incoming data ports: port forwarding and port trigger. Port forwarding opens the specified data pors all
ices must use static IP addresses. Port igger only opons the incoming port when a LAN device requests access
@3 Guest Network m . - i -
Unlice port forwarding, port rigger does not require statc IP addresses for LAN devicss. Port forwarding allows

re a single open port and port trigger only all s the open port.
[g) AProtection

(P) Adaptive Qos
Enable Port Trigger ®Yes ONo
&5 s Application
‘Well-Known Applications: Please select ¥

S Aicloud 2.0
= Trigger Port List (Max Limit:32) ()
Advanced Settings Doserition

@ Wireless
] can
& wan

[AnA HaCTPOIKIM nepeKnioYeHnsA NoOPToB:

1. B MeHto HaBurayum Bbibepute JlononHUTENbHbIE HACTPONKN >
WAN > Bknagka lNepeknioueHune nopTos.

2. CkoHbUrypupyiiTe HUXKeCeayLme napameTpbl. Koraa
3aKoHuUTe, HaxMuTe NMpUMeHNTD.

« Bknountb nepekntoueHne noptoB: Boibepute fa ans
BK/IOYEHA NePeKoYeHNsA NOPTOB.

+  W3BecTHble npunoxeHus: Boibepyrite nonynspHble Urpbl 1
Be6-Cny0bl AnA 06aBNEHNA UX B CMICOK NEPEKITIOYEHNSA
MopToB.

+ OnucaHue: Beegute uma nnm onmcaHmne ciyobl.
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MepeknioyaemMbii NOPT: YKaxuTe nepekioyaembin NopT Ana
NPUIOXeHUs.

Mpotokon: Buibepute npotokon TCP unn UDP.

BxoaAwmmn nopt: YKaxute BXOAALMIA NOPT ANA npuema
MaKeToB M3 UHTEPHETA.

MPUMEYAHUA:

MMpv nogkntoueHnn K cepaepy IRC, KNMEHTCKMI KoMMNblOTEp CO3AaeT
NCXopsiLee CoeJMHeHMe C CNONb30BaHNEM NepeKoYaeMblX NOPTOB
B AranasoHe 66660-7000. Cepsep IRC pearmpyeT nyTem NpoBepKm
VIMEHV NONb30BaTeNA 1 CO3[aHNA HOBOTO COeAMHEHNA C KITMEHTCKUM
MK, ncnonb3ys BXOAALLMI NOPT.

Ecnu nepekntoyeHme NopToB OTK/IIOUEHO, pOyTep 0OpbIBaET
coefiMHeHVe MOCKOJIbKY He MOXeT OnpeaenvTb KOMMbioTep,
3anpawwmsaswwmi goctyn K IRC. Korga nepekntoueHne nopTos
BK/IOUEHO POyTep Ha3HayvaeT BXOAALLMI MOPT AN1A NONYYeHNA
BXOZALLMX NAKETOB. DTOT BXOAALLMIA MOPT 3aKpbIBaeTCA Yepes
onpegeneHHbIN Neprog BpeMeHu, MOCKObKY pOyTep He YBepeH, UTo
NPUNOXKEHNE BCe eLLe aKTUBHO.

MepekntoueHUs NOPTOB MOXKET BbITb NCMOb30BAHO TONLKO ANSA
OfIHOTO CETEBOTO KNMEHTa OAHOBPEMEHHO.

HeBO3MOXHO 1CNONb30BaThb NPUIOKEHNE, UCMOAb3yoLLee
nepekntoyeHne NOPTOB Ha HECKONbKMX KNEHTaX OOHOBPEMEHHO.
Mpu OTKPBITIY OFHOTO NOPTa HECKONBKVMI KNIMEHTaMK, 3anpochi
C BHELUHero nopTa bymyT HanpaBieHbl KIUEHTY, UCMONb3YOLEMY
[AHHbI MOPT NOCAELHUM.



4.3.4 Virtual Server/Port Forwarding

Mepeappecaums NopToB - METOZ, 4J1A NepPeHanpaBeHs CETEBOTO
TpaduKa 13 VIHTEpHETA Ha YKa3aHHbI MOPT UK AKana3oH NopToB
YCTPOWCTBA B IOKaNbHOI ceTu. HacTpolika nepeagpecaLim nopToB
Ha poyTepe No3BONAET yAaNeHHbIM KOMMbIOTEPAM UCMONb30BaTh
Cy06bl, NpesoCcTaBisieMble KOMMbIOTEPAMU BaLLEN CETU.

MPUMEYAHMUE: Korga BblknoueHa nepeagpecalysa nopTos, poytep
6nokupyet BXxoaAwnii TpaduK 13 MIHTepHeT KpOoMe OTBETOB Ha
NCXOAALLE 3aMPOChl 13 NOKANbHOM CETH. Y CETEBOTO KNMEeHTa HeT
NPAMOro AOCTYNa K MHTEPHETY 1 HA0H6OPOT.

DMZ  DDNS L
Passthrough

lame, the Port Range (e.g. 10200:10300),
O e . 3 asthe range for your WAN setup, then your http
e %

(&% VUsB Application v
ZenWiFi AX Hybrid'

rid's er.
S Virtual Server / Port Forwarding FAQ
£ Aicioud 2.0

[ Basic Config

Advanced Settings Enable Port Forwarding

[D) wireless -
= Port Forwarding List (Wax Limit : 64)

[§] an Senvice Name Internal Port  Interal IP Address  Protocol ‘Source IP Edt Delete
® o

Add profile

[ins HacTpoIiKn nepeaapecaLyum NOpToB:

1. B MeHto HaBurauum Bbibepute [lononHUTEeNbHbIE HACTPOIKM
> WAN > Bknagka BuptyanbHbin cepsep/lepeappecayuns
nopToB.

2. MepemecTnTe nepekntoyatens B nonoxexve BKJ ana
BK/IIOUEHUA NepeagpecaLin NopToB, 3aTeM HaxmuTe flobaBuTb

npodunb. Mocne HaCTPOIKY CieayoLLMX MAPaMETPOB HAKMUTE
OK.
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4386 43105 SSID: BAP-101

2 local area
e port
range of

0200:10300),

: _— hit
(P) Adaptive Qos —_— n your http

&5 UsB Application 5 = " it with

£ Aicioud 2.0

Advanced Settings
[D) wiretess

[ig] an
T
&

8. Alexa 8 3PTTT

CnNncoK N3BeCTHbIX CepPBEPOB: YKaxuTe TUM Cy0bl, K
KOTOpOW1 TpebyeTca focTyn.

CnNcoK N3BeCTHbIX NUrpP: ITOT NYHKT COLEPXMUT CNCOK
MOPTOB, HEOOXOAMMBIX AN1A NPABUSIbLHON PabOTbI NOMYNAPHbIX
OHNanH urp.

Nma cnyx6b1: Beegute nma cnyxoObi.

Mpotokon: Buibepute npoTokon. Ecnv Bbl He yBepeHbl,
Bbl6epuTe BOTH.

BHewHwuit nopt: [puHnmatoTca cnegyiowme dopmartbi:

1) Imana3oH NnopToB C UCMONb30BaHMEM BoeToumMA ":" Mexay
HavanbHbIM 1 KOHeYHbIM nopTamu, Hanpumep 300:350

2) OTgenbHble MOPTbI € 3aNATON ') MEXAY HAMMU, HAaNpUMep
566, 789

3) KombrHaLys [rana3oHOB NOPTOB 1 OTAENbHbIX MOPTOB C
nun ~onm

CNONb30BaHNEM ABOETOUNA ™" 1 3aNATON ', HaNpUMep,
1015:1024, 3021.

«  BHyTpeHHwii nopT: BBeauTe NOpT Ans NEPECHINKM NAKETOB.
OcTaBbTe 370 Mose NyCTbiM, €C/IN XOTUTE NepeHanpaBuTb
BXOAALLVE NaKeTbl Ha iana3oH NOPTOB.
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+ BHyTtpeHHun IP-appec: Beegunte IP-agpec KnneHTa B
NOKaNbHOWM ceTu.

+  Wcxopubin IP: ECnv HY>XHO OTKPbITb NOPT ANA ONpeseNnieHHOro
IP-appeca n3 HTepHeT, BBeauTe IP-agpec B 310 none.

MNPUMEMAHME: [Ina koppeKTHOW NepeaspecaLmn NCnonb3yiTe ans
NOKanbHOro KnuneHTa ctatnyeckuii IP-agpec. lMoapobHyto nHdopmavmio
cmotpuTe B pasgene 4.2 LAN.

[na npoBepKu npaBunbHON HACTPOMKN Nepeaapecayun
nopToB:

+ Yb6epunTecn, uto Baw cepBep paboTaer.

«  Bam noHapobuTCa KNMeHT, HaXoAALWMIACA 3a NpeaenamMm
BaLuen nokanbHom ceTu, HO MMetoLwmin ocTyn K HTepHeTt
(Ha3biBaeMbl "VIHTEPHET-KNNEHT"). DTOT KNNEHT He JOSKEH
ObITb MOAKIIOYEH K poyTepy.

« B uHTepHeT-KNMeHTe 4518 JOCTYNa K CepBepy UCNosb3yiTe
WAN IP poyTepa. Ecnn nepeagpecaLma noptos pabotaet
npasuAbHO, Bbl nonyunTe [JOCTYN K cepBepy.

Pasnuuunsa MeXxpay nepekniovyeHriem nopToB 1
nepeHanpasneHnem nopToB:

+ [MepekntoueHrie noptoB byaeT paboTaTb Aaxe 6€3 HaCTPONKM
LAN IP-agpeca. B otnnume ot nepeHanpasieHyis NOPTOB, KOTOPOe
Tpebyet cTatnyeckuii LAN IP-agpec, nepekntoueHme noptos obe-
CneumBaeT AvHaM1YeCcKoe rnepeHanpassieHre NopPToB C NOMO-
Lbo MapLpyTM3aTopa. [ana3oHbl TOPTOB HACTPOEHDI Ha Npriem
BXOAALLMX COEANHEHNI B TEYEHVIE OTPaHNYEHHOrO Neproaa
BpemeHu. [lepeknioueHne NOPTOB NO3BOSAET HECKOMNbKMM KOM-
MbOTEPAM 3aMyCKaTb NPUNOXKEHMS, KOTOPbIE 06bIYHO TPebyoT
nepeHanpasfieHnsa NOPTOB BPYUHYIO AR KaxA0ro KOMrbloTepa B
cetn.

« [NepeknioueHne NOpToB ABNAETCA bonee 6e30MacHbIM, YeM Nepe-
HanpaBneHVe MOPTOB, NOCKO/bKY BXOAALLME NOPTbI OTKPbITbI HE
BCe Bpems. OHU OTKPbITbI TONIbKO KOrAa MPUOXKEHIIE COBEPLLAET
MCXOAALLEE COEAMHEHIE Yepe3s NepeKIToYaeMbli MOpT.
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4.3.5 DMZ

Virtual DMZ oTobpa’kaeT oanH KOMNbIOTEP B MHTEPHETE, NO3BONASA
emy NPUHUMaTb BCE BXOAALLME MaKeTbl, HarNpaBneHHbIe B
NOKaNbHY!o CeTb.

BxopAwmi Tpadmk n3 nHTepHeTa 06bIYHO OTOPAChIBAETCA MK
nepeHanpaBnAeTCA Ha YKa3aHHbIN KOMMbIOTEP, eC/IN HAaCTPOeHa
nepeagpecauusa unm nepeknioyeHne noptos. B pexxume DMZ oguH
KOMMbIOTep NoJyyaeT BCe BXOAALME NakeTbl.

BkntoueHne DMZ onpaBaaHO npu OTKPbITUM HEOrPaHUYEHHOTO
LBYXCTOPOHHEro JOCTyMa K KOMMbIoTepy, Hanpumep cepsepy web
nnm e-mail.

MpepynpexpaeHne: OTKpbITVE BCEX MOPTOB KveHTa Ansa cet HtepHeTt
LEenaeT CeTb yA3BUMON AnA atak n3sHe. O6paTuTe BHAMAHVE Ha PUCK,
CBA3aHHbIN C UCNonb3oBaHem DMZ.

Ana Hactponku DMZ:

1. B mMeHI0 HaBuraumu Boibepute [lononHUTENbHbIE HACTPOIKA >
WAN > Bknagka DMZ.

2. CkoHurypupymTe napameTpbl HUXe. Koraa 3akoHunTe,
HaxmuTe MpumeHuTb.

+ IP-appec Bugumon cranuymn: Beegute LAN IP-agpec KnuneHTa,
KOTOpbI 6yzeT ncnonb3osatbca ana DMZ. Yoegutech, uto
cepBep UCNosnb3yeT cTaTnyecknn IP-agpec.

Ona ypanenna DMZ:
1. Ynanute LAN IP-agpec u3 nons IP-agpec BUANMORN CTaHLN.
2. Korga 3akoHuuTe, HaxkmuTe NMpumeHnTb.



4.3.6 DDNS

Hactpoiika DDNS (grHammueckuin DNS) no3sonseT nonyuntb
LOCTYN K poyTepy 13 MHTepHeT nocpenctBom cy6bl ASUS DDNS
unu apyron cnyx6sl DDNS.

/iSUS ZenWiFi AX Hybrid Logout Reboot

f QuickInternet eratic Ireless router Firmware Version: 3.0.0.4.386 43105 SSID: BAP-101
'\ Setup
Dual Port irtual Server / Port oz |

NAT
waN Trigger orwarding Passthrough
General

) Networkmap WAN - DDNS

DDNS (Dynamic
dynami
an

3y Guest Network
p.phe to reach your infemet P address

[g) AProtection
‘The wireless router currently uses a private WAN IP address
(o This router may be in the muliple-NAT environment and DDNS service cannot work in this environmen
Enable the DDNS Client Oves ®No
&% US® Application
Server WWW.ASUS.COM v
£ Aicioud 2.0 T T T
=2 Host Name AT62CBE9EBAIEIE4OBAOBAC2ICCBCS2S

Advanced Settings DDNS Status Relstration is successful.

[ wiretess HTTPSISSL Certfcate ® frce Certficate from Lets Encrypt. @ import Your Own Certiicate. O None

] o apply

& wan

Ona nacrpounkn DDNS:

1. B meHio HaBurauuu BbibepuTe [JlONONHUTENbHbIE HACTPOKN >
WAN > Bknagka DDNS.

2. CkoHQUrypupyiTe HUXeCepyoLve napameTpbl. Korga
3aKOHUUTE, HaXkMuTe MPUMEHUTD.
+  Bkmiountb DDNS knuent?: Bkniouenne dpyHkumm DDNS ans

BO3MOXHOCTY AOCTYNa K poyTepy Yepe3 JOMEHHOE M4, a He
yepe3 WAN IP.

+ Cepsep 1 Uma xocra: Bbibeprte ASUS DDNS unu gpyroi
DDNS. Mpw ncnonb3oanum ASUS DDNS BBegute nma xocTa B
popmate xxx.asuscomm.com (rge Xxx MMa XocTa).

« Mpw ncnonbzosaHum gpyroro DDNS BbiGepuTe 6ecnnaTtHyio
NpPOo6HYI0 BEPCIIO 11 3apErMCTPUPYIATECH Ha caliTe. BBeauTe
IMA NONb30BaTeNsA UMK aPec SNEKTPOHHO MOYTbI U NAPOSb
nnv DDNS kniou.

+  Bkniountb wabnoH: BkniounTe WwabnoH, ecnv oH TpebyeTtcs
ana cnyx6bl DDNS.



MpumeyvaHns:

Cnyx6a DDNS cepBuc He 6ygeT paboTaTb Npu CIEAYOLLMX YCIOBUAX:

« Korga B 6ecnpoBogHoi poyTep ucnonb3yet npusatHbin WAN IP agpec
(192.168.x.x, 10.x.x.X unun 172.16.X.X), Kak NOKA3aHO *KENTbIM TEKCTOM.

+  PoyTtep moxeT 6bITb MOAKMIOUEH K CETU, KOTOPas NCMONb3yeT
Heckonbko Tabnuu NAT.

4.3.7 NAT Passthrough

NAT Passthrough pa3peluaet naketam (VPN) npoxogntb yepes
poyTep K ceTeBbIM KnneHTam. PPTP Passthrough, L2TP Passthrough,
IPsec Passthrough v RTSP Passthrough BkntoueHbl No ymonuaHwio.
Ina BkntoyeHns /otkntoueHnsa NAT Passthrough nepengute

B flononHutenbHble HacTpoinku > WAN > Bknaaka NAT
Passthrough. Korga 3akoHuuTe, HaxkmuTe MpuMeHNTD.

NSUS  ZenWiFTAX Hybrid Logout Reboot English w

. Quick Internet
C\' Setup

General

@3 Network Map

@ Guest Network
[g) Aiprotection
() Adaptive Qos

$, USB Application
5 ven e

> Aicloud 2.0

Advanced Settings

[A\ wiretess
[W] Lan
.vﬁﬁ WAN

. Alexa & IFTTT

@ 1eve

88

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386_43105 SSID: BAP-101

Intenet Dual Port Virtual Server / Port DMZ  DDNS NAT
Connection WAN Trigger Forwarding Passthrough

WAN - NAT Passthrough
Enable NAT Passthrough to allow a Virtual Private Network (VPN) connection to pass through the router to the network cents.
PPTP Passthrough Enable v
L2TP Passthough Enable v
1PSec Passthrough Enable v
RTSP Passthrough Enable v
H.323 Passthrough Enable v
SIP Passthrough Enable v

PPPOE Relay Disable v

FTPALG port 2021



4.4 IPv6

[laHHbIN poyTep noafepxmBaeT agpecaumio IPv6,
nopaepxuBatoLLyto 6onbluee konuuecTtso IP-agpecoB. 31oT
CTaHAAPT eLle He NOYYn LWPOKOro PacnpoCTpaHeHuA.
NHdopmaumio o noaaepxke IPv6 MoXHO y3HaTb y Bawwero
npoBaigepa.

/SUS  ZenWIFT AX Hybrid Logout Reboot English v

f= Quickinternet Operation Mode: Wireless router Firmware Version: 30.0.4.386_43105 SSID: BAP-101
X Setup

General IPVE

@3 Network Map Configure the IPV6 Intemet setting of ZanWiFi AX Hybrid.
1Pv6 FAQ

" Basic Config

{9 Guest Network Gomacter typs: Disable

[g) AiProtection

(7>) Adaptive QoS

Ona Hactpounkm IPv6:

1.

3.
4.

B meHio HaBurauuu BbibepuTe [JJONONHUTENbHbIE HACTPOMKN >
IPvé.

. Bbibepute Tun nogknioyueHus. MapameTpbl OTINYAIOTCA B

3aBVCMMOCTM OT TWMa BbIOPAHHOTO MOAKMIOUEHNS.
Beegwnte napametpsbl IPv6 n DNS.
HaxmuTte MpumeHnTb.

MPUMEYAHMUE: KoHKpeTHyto nHpopmaLio no IPv6 MOXHO y3HaTb y
Bawwero npoBangepa.
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4.5 bpaHpgmaysp

PoyTep MOXeT GpyHKLIMOHNPOBATb B KauecTse annapaTHOro
bpaHamayspa.

MPUMEYAHUE: BpaHamaysp BKIKOUYEH NO YMONYaHMIO.

4.5.1 O6wume
[ns HacTpoiKn napameTpos GpaHamayapa:

1. B MeHI0 HaBUrauum Bbibepute JlONONHNTENbHDbIE HACTPOMKA >
BpaHpgmayap > Bknagka O6wme.

2. B none Bkniountb 6panamayap sbibepute [a.

3. B none Bkniountb 3awuty ot DoS Bbibepurte [la ana 3awuthb
BaLuen cetn ot DoS (0Tka3 B 06CyKMBaHMI) aTak. ITO MOXET
MOB/MATb Ha MPOU3BOLUTENBHOCTb POyTepa.

4. Bbl moxeTe TakKe oTcnexusatb naketbl Mexay LAN n WAN. B
none Tun perncTpmpyemblx nakeTos Bbibepute OTOpOLIEHHDIE,
MpuHaTbie vnn O6a.

5. Haxmute NMpumeHnTb.

4,5.2 Qunbtp URL

MoxHo 3anpeTtnTb focTyn K onpefeneHHbiM URL-agpecam,
[06aByB UX B pUALTP.

MPUMEYAHUE: Ounbtp URL dyHKLMOHMPYET Ha ocHoBe 3anpoca DNS.
Ecnu ceTeBoI KNUEHT yxe noceluan caint, Hanpumep http://www.abcxxx.
com, TO CalT 3a6110KMPOBaH He byaeT ( DNS-K3LW coxpaHsAeT paHee
noceLeHHble caiTbl). na pelweHns 1o npobnembl ounctite DNS-Kaww
nepep yctaHoBkom dunbtpa URL.




Ona HacTpoukn ¢unbrpa URL:

1. B meHIo HaBuraumu Boibeprte [lononHUTENbHbIE HACTPOWMKU >
bpangmayap > Bknagka @uabtp URL.

2. B none Enable URL Filter BbibepuTe Enabled.
3. Beeaute URL n Haxmure [€] .
4. Haxmute MpumeHnTb.

4,5.3 QunbTp KNoYEBbIX C/IOB

(DVU'Ipr KNKOYeBbIX CNOB 6J'IOKVIpyET JOCTYyN K CTPaHnLaM,
cofepxallim 3afiaHHbIe KtoYeBble C/10Ba.

/iSUS ZenWIFT AX Hybrid u Reboot
: 3.0.04.386 43105 SSID: BAP-101

| URL Filter iiter  Network Services Filter

Firewall - Keyword Filter

% AlMesh Keyword Filter allows you to block the dlients' access to webpages containing the specified keywords.

Limitations of the flt

&} Guest Network
1. Compr use HTTP compression technology cannot b fitered. See here for more details.

2. Hitps webpages cannot be fitered.

[g) AiProtection

Basic Config
— .
() adaptive Qos Enable Keyword Fier @ Enabied O Disabled

&5 vse Appiication Keyword Filter List (Max Limit: 64]

Keyword Filte List Add / Delete

®

No data In table.

Apply

OnA HacTpoiiKn GunbTpa KNIoUYEeBbIX CNIOB:

1. B MeHIo HaBuraumm BbibepuTe [lononHUTENbHbIE HACTPOIIKK >
Bpanamayap > BKnagka GunbTp KnoueBbIX C/I0B.

2. B none Enable Keyword Filter BbibepunTe Enabled.
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3. Beepute cnoBo unu ppasy 1 Haxmute [lobaBuTb.
4. Haxmute MpumeHnTb.

MPUMEYAHNA:

o QunbTp KNloYeBbIX CNOB GYHKLMOHMPYET Ha 0cHOBe 3anpoca DNS.
Ecnu ceTeBOI KNMEHT yiKe nocellan caiT, Hanpumep http://www.
abcxxx.com, To caiiT 3a6nokupoBaH He 6yaet ( DNS-KaLw coxpaHseTt
paHee noceLeHHble CalTbl). [na pewweHuns 3Toi npobnembl ouncTuTe
DNS-KaLU nepef ycTaHOBKOMN GUNLTPA KNKOYEBbIX CNOB.

o (OxaTble BeO-CTpaHMLpbl He MOTYT ObITb OTdUNLTPOBaHbI. CTpaHNLbI,
3arpy»aemble no npotokony HTTPS, He MoryT 6biTb 3a610KMPOBaHbI.
4.5.4 QunbTp ceTeBbIX CNYKO

OunbTp ceTeBbIX CNYX6 NO3BONAET OrPaHNUNTL BOCTYM K
KOHKpPEeTHbIM Be6-cny»x6am, Hanpumep Telnet nnu FTP.

/iISUS ZenWiFT AX Hybrid Logout

L QuickIntemet Operation Mode: Wir
K setup

General  URLFilter  Keyword Filter  Network Services Fiter
General

@) Network map Firewall - Network Services Filter

P4 AiMesh The Network Services fille blocks the LAN to WAN packet exchanges and restricts devices from using specific network services.
S For exampl, f you do notwant the devie to uso the Intemet sorvice, key in 80 i the destinaion por. The traffic that uses port
80 wil be blocked (but s can not be blocked).

[ —
Loav h sourc P s ik o appy i il ol LAN deios.

Pl Deny List Duration : During the scheduled duration, clents in the Deny List cannot use the specified network senvices. Afer the
& specified duration, ll the cliens in LAN can access the specifid network services.
g the scheduled dura Alow Lst can ONLY uss the specfed network
(P) Adaptive Qos !
de the subnet will ot be able 0 access the Interet o any

o
&5 Vs Appiication

£33 Aicioud 2.0
& Enable Network Senices Fier

Advanced Settings Pllar fobls iy Deny List v
D) Wistess Vot o At T
@ AR Date to Enable LAN to WAN Filter ¥ Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri

T tDaytoEra v owitrie | (001 [001 - [25.: [
ot sl A b AN vsuvsn

8 a8 T -

“Time of Day to Enable LAN to WAN Fiter 00 |:[oo |

[ e
@ e s P pckt s

(2 ven Network Sarvices Filter Table (Max Limit : 32)

Source IP Port Range. Destination IP Port Range Protocol Add / Delete

w oY ®

rape—
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Ona HacTpoukn ¢punbTpa ceTeBbIX CNYXKO:

1. B MeHto HaBurayum Bbibepute JlononHUTENbHbIE HACTPONKN >
Bpanpgmayap > Bknagka OunbTp ceTeBbIX CNYXO.

2. B none Bkniountb ¢punbTp ceteBbix cnyx6 Boibepute [a.

3. BbibepuTe pexum Gpunbtpa. YepHbli cnincok 6noknpyet
yKa3aHHble ceTeBbIX CNy>kObl. Benbin cnncok npefoctasnseT
AOCTYN TONbKO K YKa3aHHbIM CETeBbIM Ciybam.

4, YKaxuTe ieHb 1 Bpems paboTbl GunbTpa.

5. Beepute ncxopHoin IP-agpec, ueneson IP-agpec, ananasoH
NopTOB 1 NpoToKoN. HaxmuTe kHonky [€) .

6. Haxxmute NMprumeHnTD.
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4.6 AQMUHNCTPUpPOBaHMNE

4.6.1 Pexxum pabortbl

Ha cTpaHuLe pexum paboTbl MOXHO BblOpaTh Harbonee
NOAXOAALMIN PEXKUM.

7ISUS ZenWiFi AX Hybrid jou Reboot
£ QuickInternes Operation Mode: Wired 004,386 43105 SSID: BAP-101
R setup
Operation Mode  System e Restore/Save/Upload Setting  Feedback  Privacy
General
@) network map Administration - Operation Mode

P AiMesh ZenWiFi AX Hybrid supports several operation modes to meet different requirements. Please select the mode that match your

&Ry cuest Network ©Wireless router mode / AiMesh Router mode (Default)

® Access Point(AP) mode / AiMesh Router in AP mode
® Repeater mode

(P) Adaptive os ®Media Bridge

® AiMesh Node

[§) Aerotection

o
&5 UsB Application

£ Aicioud 2.0

@ e
&2 ven
& Firewalt

L administration

B svetem1on

AnA HacTpoIKKM pexuma paboTbi:

1. B meHio HaBUraumu BbibepuTe [lononHUTeNbHbIE HACTPOIKM >

ApMUHNCTPMPpOBaHMe > BKajKa Pexum pabotbl.

2. BbibepuTte ntoboit 13 cnepyowmnx pexumos:

+ Pexxum 6ecnpoBogHoro poytepa / pexxum poytepa AiMesh
(no ymonuaHuio): B pexume 6ecnpoBogHOro poytepa, poy-
Tep NOAKIIOYAETCA K UHTEPHETY U NPeoCTaBsAeT JOCTYN K
VHTEPHETY [N1A YCTPOIICTB B JIOKANbHOW CETN.

« Pexum noBroputens: B pexvime nostroputens poyTep noa-
KIIOYaEeTCA K CyLiecTByioLLel 6eCnpOBOAHON CETW 1 pacLumnps-
€T NOKpPbITUE CyLeCTBYIOLLEN 6eCNPOBOJHON CETU.

+ Pexum Touku goctyna: B 3ToM pexume poyTep co3paet
HOBYI0 6eCNPOBOAHYIO CETb.

3. Haxmute CoxpaHuTb.

MNPUMEYAHMUE: lMpu n3meHeHUM pexrma poyTep nepesarpy3utca.
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4.6.2 Cuctema

Ha ctpaHue Cucrema MOXXHO CKOHOUIypupoBaTb NapameTpbl
6ecnpoBoaHoOro poyTepa.
[na HacTPOIKN NapameTPOB CUCTEMbI:

1. B meHio HaBuraumu Bbibepute [lononHUTENbHble HaCTPOMKI >
ApMUHNCTPUpOBaHUe > BKNaaka Cuctema.

2. MOXHO CKOHGUIrypUpoBaTh CrieayloLye napameTpbi:

WU3meHeHmne napons poyTtepa: MoXHO N3MEHUTb 1MA
nonb30BaTeNs 1 Naposb 6eCNPOBOZHOTO PoyTePa, BBEAS
HOBble.

Hacrpoiika USB: MoXHO BKIIOUUTb pexum rubepHaLmm
XKECTKOro AMcKa 1 n3meHuTb pexkum USB.

MoBegeHmne kHonkn WPS: Ousnyeckasn kHonka WPS
ncnonbyetca ana aktmsauuu WPS.

YacoBoli1 nosic: BoibepuTe YacoBoii nosc ana Balwuei ceTu.

NTP-cepBep: [1na CHXPOHU3ALIMW BPEMEHU POYyTep MOXeT
noakmouatbea K cepeepy NTP (Network Time Protocol).

CeteBOIl MOHUTOPUHT: MoxHO BKntounTb DNS-3anpoc

AN1A NPOBEPKIN COOTBETCTBMA MMeHM XocTa 1 IP-agpeca unm
BKMounTb Ping Ana npoBepKm Lienesoro agpeca.
AsTromatnyeckuin Bbixoa: MoxHoO 3agatb Bpema ans
aBTOMATMYECKOrO BbIXOAa.

Bkniountb yBegomnenne o6 orknroueHnn WAN-
nHTepdenca: dTa GyHKLMA No3BONAET Opay3epy oTobpakaTb
CTpaHuLy C NpegynpexaeHriem, Korga poyTep OTKAoYeH oT
WHTepHeTa. Korga oTKntoueHo, CTpaHmua ¢ npeaynpexaeHnem
He NoABUTCA.

Bkniountb Telnet: Haxxmute la gna BKnoueHUaA Cyxobi
Telnet. Boibepute Het ana otkntoueHna Telnet.

MeTtop ayTreHTuuKaummn: MoxHo Bbiopatb HTTP, HTTPS unw
oba npoTokona Ansa 6e3onacHoOro 4ocTyna K poyTepy.
BxkniounTtb NIaHMPOBLYMK Nepe3arpyskKu: Koraa BKITIOYEHO,
MOXHO 3a[laTb Bpems 1 JaTy nepesarpysKu.

BkniounTtb Be6-goctyn ns WAN: Boibepute [la ona
pa3speLLeHra JOCTyna K Beb-uHTepdelicy poytepa n3
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WHTepHeT. Boibepute No ana npegoTBpalleHnsa ocTyna.

+ Bkniountb orpaHunyeHune goctyna: Boibepute fla, ecnu
HY>HO 3apaTb IP-agpeca yCTpoWCTB, KOTOPbIM Pa3peLleH
pocTyn K Be6-uHtepdeiicy poytepa n3 WAN/LAN.

« Cnyx6a: J1a dpyHKUMA No3BonAeT HacTpouTb Telnet / SSH
nopT / Pa3peLwmnTb BBOA Napona / Kntoya aBTopusaumm / Tanm-
ayT NPOCTOA.

3. Haxmute NMpumeHnTb.



4,6.3 O6HOBNEHE NPOLUNBKA

MPUMEYAHME: CkauaiTe nocnegHow Bepcuio Npowmnekm ¢ canta ASUS
http://www.asus.com.

Onsa 06HOBNEHNA NPOLUNBKA:

1. B MeHIo HaBuraumm BbibepuTe [lonoHUTENbHbIE HACTPOIIKK >
AAMUHUCTPUpPOBaHMe > BKaaka OGHOBNEHNE NPOLLIMBKU.

2. B none HoBas npowmBKa Haxmute O630p 4518 HaXOXKAeHUA
MPOLUMBKM.

3. HaxmuTe 3arpysuntb.

Mpymeyanns:
+ [ocne 3aBepLueHNs 0OHOBNEHUA SOXAUTECH Nepe3arpy3Kin CUCTEMDI.

«  [lpu ownbKe BO BpeMsi 0OHOBNEHNS GECNIPOBOAHON POy Tep
NePEeXoANT B aBaPUIAHbIN PEXIM 1 IHANKATOP NUTaHUS Ha
nepepHei NaHenn MeaneHHo Muraet. MoapobHyto MHGopMaLWo 0
BOCCTAHOBJIEHNN CUCTEMbI CMOTPHTE B pa3gene 5.2 BocctaHoBneHne
NPOLINBKMN.

4.6.4 BoccTaHOBUTH/COXPaHUTB/3arpy3suTb HACTPONKIN

[Ana BoccTaHOBNEHMA/coxpaHeHna/c6poca napameTpos:

1. B meHIo HaBuraumm BbibepuTe [lonoNHUTENbHbIE HACTPOIIKK >
ApMuHUCTpUpOBaHMe > BKNaaka BocctanoButb, CoxpaHuTb,
3arpysuTb HaCTPONKM.

2. BblbepuTe 3agauy:
+ [1nA BOCCTAHOBNEHNA HACTPOEK MO YMOSTYAHUIO HAXMUTE
BoccranoButb, 3atem OK 1A nogreepxaeHuA.

+ [InAa coxpaHeHua TeKyLMX HacTpoeK HaxxmuTe CoxpaHunTb,
3aTem COXpaHNTb B OKHE C YKa3aHuem nyTu.

+ [1nA BOCCTaHOBNEHMA COXPaHEHHDBIX HACTPOEK HaXMuTe
0630p ana HaxoxaeHVA Gaiina HaCTPOEK, 3aTeEM HAXMUTE
3arpysurb.

BAXHO! B cnyuyae BO3HWKHOBEHMA Npobnem, 3arpy3uTe NoCiefHI00
BEPCUIO MPOLUNBKY 11 CKOHOUIYpUpyiTe HOBble MapameTpbl. He
cbpacbiBaiiTe poyTep K HaCTPOMKaM Mo YMONUYaHWIo.
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4,7 CuncremMHbIN XypHan

CncTeMHbIN KYPHan COAEPMNT 3aNnCaHHYI0 CETEBYHO aKTUBHOCTD.

MPUMEYAHME: CuctemHbIN XYpHan O4YMLLAeTCA Npy nepesarpysKe um
BbIKNIOYEHUM poyTepa.

Ona NPOCMOTPaA CUCTEMHOI0 XKypHana:

1. B meHio HaBuraumu BbibepuTe [lononHNTENbHbIE HACTPOIKM >
CncTeMHbIN XKypHan.

2. MOXHO NOCMOTPETH CETEBYIO aKTUBHOCTb Ha NIOOON 13 3TUX
BKNagoK:
« Obwwmin xypHan
« XypHan 6ecnpoBogHom ceTu
+ ApeHpa agpecos DHCP
. IPv6
« Tabnuua mapLupyTmaumum
+ Nepeappecauna noptos
+ [NoakntoueHnsa

/SUS ZenWiFT AX Hybrid Logout Reboot English v

- Quickintemet Operation Mode: Wirsless router Firmware Version: 3.0,04.386 43105 SSID: BAP-101
K setup

GeneralLog  Wireless Log DHCPleases IPv6  Routing Table Port Forwarding  Connections
General

Network Map System Log - General Log
AiMesh ‘This page shows the detailed system's activities.

L — System Time Tue, May 18 18:38:30 2021
iy Guest Networl

Uptime. 0 days 0 hour(s) 33 minute(s) 1 seconds
g) AiProtection
Remote Log Server
Adapti s
aptive Qo =

Remote Log Server Port *The defauit port is 514. If you reconfigured the port number, please make sure that the

USB Application remote g server or loT devices’ seftings match your current confguraton.

™3 Aicloud 2.0

: [AUTH] vap-1{ath
[RUTH] vap-1 (ath
Advanced Settings th

[S) wireless

] o

o, Alexa & IFTTT
@ ve

VPN

W Firewall

L Administration

System Log




5 Yrunutbi

MPUMEYAHMUE: CkavaiiTe n yctaHoBMTe YTUANTDI € caiita ASUS:
https://www.asus.com/support/Download-Center/

5.1 OG6HapyxeHue yCTpoICTBa

Device Discovery - ASUS WLAN yTunuTa, Kotopas o6HapyX1Baet
poyTep 1 NO3BOSIAET er0 KOHPUrypUpoBaTb.
Insa 3anycka yrunutbl Device Discovery:

+ [epengute Myck > Mporpammbi > ASUS Utility > Wireless
Router > Device Discovery.

MPUMEYAHMUE: [pwn ycTaHOBKe poyTepa B peXum TOUKr 4ocTyna, Bam
Heobxoanmo ncnonb3osatb yTunuty Device Discovery gna nonyyenus
IP-agpeca poyTepa.

5.2 BoccraHoBneHue NpoLWNBKN

Firmware Restoration - yTunuta, KoTopas ncnonb3yetcs B ciyyae
owwmbKM Npy 06HOBNEHNM NPOLLUMBKM poyTepa. OHa 3arpyaeT
yKa3aHHyo npoLmBky. [poLecc 3aHMMaeT OKOMO TPEX MUHYT.

E Firmware Restui Lﬁl

Before you get started, please check the model name and hardware
version from the label.

1. Flease confirm the label at the bottom of your router
ws H/W Version, different hardware version needs

are ‘(EI)ICI[ 10 process restoration.
d firmware from ASUS support site:
WWW.2SUS.Com/suppart

For example, if your label shows “RT-AC66U_B1"
fimmware of “RT-AC66U" is not available for restoration.

Eilenaras “ Browse...

Status
After locating the firmware file, click Upload,

99



100

BAMHO! lMepep ncnonb3oBaHuem ytunmtbl Firmware Restoration
nepeknoymnTe poyTep B PeXMM BOCCTAHOBEHUA.

Ina 3anycka yrunutbl Firmware Restoration:

1.
2.

4.

5.

OTKnoumnTe NUTaHWe OT poyTepa.

YoepvBas KHOMKY Reset, pacnonoeHHyio Ha 3agHel naHenw,
MOAKMoUNTe NUTaHKe K poyTepy. OTNyCcTnTe KHOMKY cOpoca
KOraa MHAMKaTop NUTaHWA, PacNoNOXEeHHbIV Ha NepeaHen
naHenu, HAYHeT MeASIeHHO MUraTb, O3HaYas, u4To poyTep
HaXoOmMTCA B peXrMe BOCCTaHOBJEHWA.

. YctaHoBuTe cTaTnuecknn IP Ha Bawem KomnbloTepe v

ncnonb3ywTe cnegytowe Hactpouku TCP/IP:
IP-apgpec: 192.168.1.x
Macka nogceTu: 255.255.255.0

Mepengute Myck > Mporpammbi > ASUS Utility > Wireless
Router > Firmware Restoration.

Ykaxute daiin n Haxmute Upload.

NMPUMEYAHUE: 370 He yTunnTa 06HOBNEHNA NPOLUMBKIA U HE MOXET
6bITb MCMONb30BaHa Npy pabouem poyTtepe. ObblYHOE OOHOBNEHNIE
MPOLLUVBKM MOXHO BbIMOSIHUTb Yepe3 Be6-nHTepdelic. MoapobHyto
nH$opMaLMio cMOTpUTe B rnase 4 HacTpolika fonosiHUTeNbHbIX
napameTpoB.




6 YcTpaHeHMe HeMcnpaBHOCTEN

B 3TOM pa3gene npefcTaBneHbl UHCTPYKLMN ANA PeLLEeHNsA HEKO-
TOpbIX Havbonee YacTo BCTpevaoLwmxcs obLmx npobnem ¢ poy-

Tepom. Ecnm Bbl cTonkHynmcb ¢ npobnemamu, He yNoMAHY TbIMI B
3TOW rnase, noceTuTe canT ASUS https://www.asus.com/support/
ANA NoNy4YeHns LOMOMHNUTENbHON MHGOPMALIMM O MPOAYKTE 1N

obpatuTech B cnyx0by Texnopgepku ASUS.

6.1 YcTpaHeHNe OCHOBHbIX HEMCMPaBHOCTEN

Mpy BO3HNKHOBEHMM NPOG/IEM C POYTEPOM CHauana nonpoodyiTe
BbIMOJHUTb VHCTPYKLMM 13 3TOrO pa3gaena.

OG6HOBMTE NPOLINBKY [0 NOCNefHel Bepcun.

1. BonguTe B Be6-uHTepdeiic. MNepeiante B lononHUTeNbHbIE
HaCTPOMKN > AMUHUCTPMPOBaHMe > BK/aKka O6HoBneHue
NpPOLINBKMN.

2. CoBuHbTe ABTOO6HOBMEHME NpowwnBKKN Ha ON, uTobbI
BK/TIOUNTb aBTOMATUYECKOE OOHOBEHNE MPOLLVBKI.

/SUS ZenWiFi AX Hybrid
L Qi tremet Operation Mode: or 4386 43105 SSTD: BAP-101
‘N Setup

Operation Mode ~ System rade  Restore/Save/Upload Setting  Feedback  Privacy
General

&) Newwork map Administration - Firmware Upgrade
Note:

1. The latest firmware version includes updates from the previous version.
&y Gue or 2. Gonfiguration paramets p their setings during the firmware update process.

y stically. The LED signals at the
[g) Arotection i asi ase vi on mioad ASUS Device

(®) Adaptive Qos
o ——
& USB Application
£ Aicioud 2.0 Auto Fimware Upgrade

Firmware Version

Cheok Update
[D) wiretess &

AlMesh router

Curre 3.0.0.4.386_43105-g974d8d4

ZenWiFi AX Hybrid
Manual firmware update : Upload

AlMesh Node

ZenWIFIAX Hybrid (244B:FEAETFS)  CumentVersion: 3.0.0.4.386_43105-g974d8c4
Eooation 5 Emcy Boom; Manual firmware updal

M

W rirewall

XX Admintetration
E systemLog

16} Network Tools

Manual | Product Registration | Feedback
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3. Ecnm Hy»KHO 06HOBNATL NPOLLKBKY BPYUHYHO, OTK/KOUMTE
ABTOO6HOBNEHE NPOLUMNBKMN, a ANA NPOBEPKI HOBOW BEPCUN
npowwuskn Haxxmute MposepunTb.

4. Ecnu pocTynHa HoBas npoLwmBKa, nocetute cant ASUS https:/
www.asus.com/support 1 ckauaiTe ee.

5. Haxmute 3arpy3untb Ana 06HOBNEHNA NPOLIMBKI PoyTepa uiu
y3na AiMesh.

MocnepoBaTtenbHOCTL Nepesanycka ceTu:
Bbikntounte mogem.

OTKNOYMTE MOLEM.

BbikntounTe poyTep 1 KOMMbloTEpPbI.
[NoakntounTte mogem.

Bkntounte mogem 1 nogoxante 2 MAHYTHI.
BkntounTte poytep 1 nogoxaure 2 MUHYTbI.
7. BknounTe KOMnbloTepbl.

oV wN =

Y6epuTecb B npaBunbHocTu nogknioueHns Ethernet-kabens.

+ [pwv npaBunbHom noaknioueHunm Ethernet-kabens kK mogemy
nHamkatop WAN 6ygeT ropeTb.

« [Mpw npaBunbHOM nogkoyeHum Ethernet-kabens k
BKJIIOYEHHOMY KOMMbloTepy nHavKatop LAN 6yaeT ropeTb.

Y6epuTecb, YTO HaCTPOIKN 6ecnpoBOAHOI CETU KOMNblOTEPa
COBMafaloT C poyTepom.

+ [Mpv nopknioueHnn KOMNbloTEPA K poyTepy ybeauTech B
npaeunbHoCcTK SSID (MmaA 6ecnpoBoaHON ceTn), LUMGPOBaHUA 1
napona.

Y6epuTecb B NPpaBUIbHOCTY CETEBbIX HACTPOEK.

«  Kaxabll cEeTEBOWN KNNEHT AOMKEH UMETb AeNCTBUTENbHDbIN |P-
afpec. ina HasHaueHua IP-agpecoB KOMMbloTEPaM BaLLEN CETU
pekomeHayeT ncnonb3osatb DHCP-cepep poyTtepa.



+ HekoTtopbie npoBaitaepbl TpebytoT ncnonb3osatb MAC-appec

KOMMbtoTEPa, UCMOMb3yeMOro Npu nepsom nopaktoueHnn. MAC-

afpec MOXXHO MOCMOTPETb B BEO-MHTEpdEliCe, HaBefA Kypcop

MbILLW Ha YCTpOMCTBO B none CocTosiHNe KNNeHTa Ha CTpaHuLe

Kapta cetn > KnueHtbl.

/iISUS ZenWiFi AX Hybrid Logout Reboot

L Quickantemet Operation Mode: Wireless router Firmware
K<

Setup

(7>) Adaptive QoS

> S
& USB Application

¥y Firewall
B
¥X Administration

[ system Log

£ Network Toots

0.0.4.386 43105 SSID: BAP-101

Client status

Online  Wireless (1)

ASUS (android)

192.168.50.35

88:D7:F6:73:E7:84

Security level: Refresh

WPA2-Personal 8

AiMesh Node:

Manual | Product Registration | Feedback
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6.2 Yacro 3agaBaemble Bonpocbl (FAQ)

HeBo3moxHO BOITH B Be6G-nHTepdelic poyTepa yepes
6paysep

« Ecnu Baw KomnbioTep NofKioyeH, NpoBepbTe CoejuHeHVe
Ethernet-kabens 1 cocTosHMe MHAMKATOPA, Kak ONMCaHO B
npeabloyLem pasgene.

+ Y6emmtech, YTo Bbl MCMONb3yeTe NPaBUNbHbIE TOTWH 1 MAPOSb.
Mo ymonuaHuio NormH 1 naponb: “admin/admin”. Yéegutecs, uto
pexunm Caps Lock oTkntoueH npu BBOAE AaHHDIX.

+  Ypanute Kyku-dannbl B et Optons Pox
6pay3epe. B 6pay3epe Internet General  Secuity Privacy Content Connections Programs  Advanced
Explorer BbIMONMHUTE CEAYIOLUNE | oy 1o s s, os s stsresmpsannine,
[encTBuA: e
1. 3anyctute Internet Explorer, e T

3aTtem Haxkmute CepBuc > R
CBoicTBa 0603peBatens. R
2. Ha BKﬂap'Ke 06|.“|/|e B Change how webpages are displayed in tabs, Tabs

obnactu MpocmoTp
ncropuu Haxmure e SRR
Ypanutb..., BbibepuTe |
BpemeHHblie ¢daiinbl S R
WHTepHeta 1 Qannbl cookie
1 faHHbIe caliTa 1 HaxmmTe =
Ypanutb.

MPUMEYAHUA:

+  KomaHpbl ans ynaneHus Kyku- Gpainos MoryT BapbMpoBaTbCA B
3aBVICMMOCTU OT 6pay3epa.

« OTKMouNTE UCMOMb30BaHNE NPOKCU-CEPBEPA, NOAKMIOUEHIE
yAaneHHoro OCTyNa, a Takke HacTpolTe TCP/IP ans aBTOMaTNYeCKOro
nonydenus IP-agpeca. MoapobHyto MHGOpMaLMo CMOTpHTE B NEPBOIA
rnaBe 3TOro PyKOBOACTBA.

« Y6epuTech, uto ucnonb3ytotca Ethernet kabenun CAT5e nnu CAT6.
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KnueHT He MOXeT ycTaHOBUTb 6ecnpoBoaHOe coearHeHne
poyTepom.

MPUMEMAHMUE: [Mpu BO3HNKHOBEHWM NPO6IEM C MOAKIOUYEHNEM K CETY
5 Iy y6eputecs, uto Balle 6eCnpOBOAHOE YCTPOWCTBO NOALEPKMBAET
yactoty 5 [Ty unwn ABnAaeTca AByXAnanasoHHbIM.

+ BHe 30HbI NOKpbITHA:
+ [Momectnte poyTep bnvKe K 6ECNPOBOAHOMY KIMEHTY.

+  [MonpobyiiTe HaCTPOWTb aHTEHHbI POyTepa Kak OnmcaHo B
pasgene 1.4 PasmelyeHue poyTepa.

« DHCP-cepBep oTknioueH:

1. BonpguTe B Beb-uHTepdeiic. Mepeiignte B O6wme > Kapta
cetn > KnueHTbl 1 HagmnTe YCTPONCTBO, KOTOPOE HYXHO
MOAKMIOUNTb K pOyTEpY.

2. Ecnwvi He yganocb HalTh yCTPOMCTBO Ha KapTe ceTn,
neperigute B [lononHutenbHble HacTpoiiku > LAN >
Bknagka DHCP-cepBep, pa3gen OCHOBHbIe HACTPOMKM 1 B
none Bkniountb DHCP-cepBep BbibepuTte la.

7S5US ZenWiFi AX Hybrid Logout Reboot

o QuickInteret Operation Mode: Wireless router Fir 3004.386 43105 SSID: BAP-101
K setup

LANIP  DHCPServer Route witch Control
General

&) Network map LAN - DHCP Server
P8 AiMesh protocol for the automatic configuration used on IP networks. The DHCP server
= ient of the of DNS server IP and default gateway IP. ZenWiFi AX Hybrid
[ T—
@) Aerotection

Enable the DHCP Server Oves @0

(P) adaptive qos
ZenWIF AX Hybrid's Domain Name
&5 vss Application
192168502
£ Aicloud 2.0 1P Pool Ending Addre 19216850250

86400
Advanced Settings

[D\ wiretess

o

Enable Manual Assignment ®ves Ono
@ e oo Yes ON

‘Manually Assigned IP around the DHCP st (Max Limit : 64)

2 ven

rra—

Add
Delete

®

Glient Name (MAC Address) 1P Address DN Server (Optional)

1 Administration
& svstemion
LY Wetwork Toos

Manual | Product Registration | Feedback
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+ SSID ckpbiT. Ecnn yctponctso moxeT Hantu SSID gpyroro
poyTepa, HO He MoXeT HanTu SSID Bawero poyTepa, nepengute
8 [lononHuTenbHble HacTpoukn > becnpoBogHas cBA3b >
BKnaaka O6wme, 3aTem B none ckpbiTb SSID BbibepuTe Het, a B
none KaHan ynpaBneHus Bbibepute ABTO.

SUS ZenWiFTAX Hybrid ut eboot
004,386 43105 SSID: BAP-101

RADIUS Setting ~ Professional  Roaming Block List

Wireless - General
Setup the wireless related information below.

ON

@y Guest Network

Network Name (SSID) BAP-101
() Aiprotection

Hide SSID ®ves ONo
(7>) Adaptive QoS
() Adaptive Wireless Mode Auto | B Optimized for Xbox

$ ocours when enabling 802.11ax / WIFI 6 mode
(P 802 11ax | WFi 6 made nable b
&3 Nicloud 2.0 Channel bandwidn

Advanced Settings

[\ Wireless

« [pw ncnonb3oBaHUM 6ECNPOBORHOTO ajanTepa yoeanTeCh, uto
MCnonb3yemblil 6eCNPOBOAHON KaHan JOCTYMNEeH B BaLLel CTpaHe
WK pernoHe. ECn HeT, HacTpoliTe KaHan, Noaocy NpomnycKaHys
11 6eCNPOBOAHON PEXIIM.

« Ecnu Bbl Bce eLe He MOXeTe MOAKMIOUNTLCA K poyTepy, copockbTe
€ero K 3aBOfCKVM HaCTPOKam No ymonyaHuio. Borngumte B Be6-
nHTepdenc, neperigmte B ABMUHUCTPMPOBaHNE > BK/aKa
BoccraHoBuTb, CoxpaHuTb, 3arpy3nTb HaCTPONKMN 1 HAXMUTE
BoccTaHOBUTD.

/iSUS ZenWiFT AX Hybrid
Operation Mode: 0.0.4.386 43105 SSID: BAP-101

Operation Mode ~ System Restore/Save/Upload Setting  Feedback  Privacy

Administration - Restore/Save/Upload Setting

“This function allows you to save current settings of ZenWiFi AX Hybrid to a file, or load settings from a file.

& Guest Network Facory defaut

(g) Aiprotection

(P) Adaptive Qos
W Transfer ASUS DDNS name
&5 s Applcation

£ Aicioud 2.0
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WHTepHeT HepgoCTyNEH.

«  Y6eauTech, UTo POyTEP MOXET MOAKIOUNTLCA K Balwemy
npoBanaepy. [ns 31oro 3anycTute Be6-nHTEPPENiC 1 NepeiignTe
B O6wwme > Kapta cetm n nposepbTe CoctosiHne MHTepHeT.

«  Ecnmn poyTep He MOXeT noaknounTbCA K Balwemy nposaiigepy,
nonpobyiiTe NepenoaKIYnTb CETb Kak OMCAHO B pasfene
MocnepoBaTenbHOCTb Nepe3anycka ceTu.

Internet status:
Connected

WAN IP: 192.168.0.146
DDNS: GO

«  YcTpoicTBO 6bIN0 3a6/10KNPOBAHO C MOMOLLbIO GYHKLN
poautenbckoro koHTpons. Mepeiante B O6wme > AiProtection
> PoaunTenbCKnin KOHTPONb 11 NPOBEPLTE, HAXOAWUTCA NN
YCTPOWCTBO B CMICKe. ECiv yCTPONCTBO B CUCKe, YAAnuTe ro,
HaxaB Delete 1nu HacTpolite NnapameTpbl BpeMEHMW.

/iSUS ZenWiFi AX Hybrid Logout Reboot

L Quick Tntemet ‘Operation Mode: Wirsless router Firmware Version: 30.0.4.386 43105 SSID: BAP-101
K setup

o] AiProtection

o AlProtection with Trend Micro provides real-time network monitoring to detect malware, viruses, and intrusions before

) werworkman T ot B, ool o k3 St s a3 convea G o s oo
i i s v o v

: - o Network Protectiol

(B) Adaptive qos

&% VsB Application

£ icioud 2.0 ‘S e 9
o “ + Web & Apps Filters

Advanced Settings

107



108

«  Ecnu Bce ele HeT fOCTYNa K MHTEPHETY, NonpobyiiTe
nepesarpy3nTb KOMMbLOTEP 1 NpoBepuTb IP-afpec 1 agpec
wno3a.

+ [MpoBepbTe MHANKaTOPbI cOCTOAHNA Ha ADSL mopeme u
6ecnpoBogHom poyTtepe. Ecnm nngukatop WAN Ha poyTepe He
ropwT, ybegutech, YTo BCe Kabenm npaBubHO NOAKIIOYEHDI.

Bbi 3a6b1111 SSID (Mma ceTn) nu ceteBoi Naposb

+ YctaHoBuTe HOBbIN SSID 1 Kntoy LWndpoBaHUA Yepe3 NPOBOHOE
coeanHeHue (Ethernet-kabenb). Boigute B Be6-nHTEpdEiC,
nepengnte B Kapra ceTh, HaXXMiTe NKOHKY poyTepa 1 BBEAUTE
HoBbIN SSID u Kntou WwndpoBaHus, 3aTem HaxxmuTte MpumeHNUTD.

+  BbinonHuTe cbpoC poyTepa K HACTPONKAM MO YMONYAHMIO.
BonpguTe B Be6-HTEpdeiic, nepeiigute B ABMUHNCTPUPOBaHNE
> BKnagka BoccranoButb, CoxpaHuTtb, 3arpy3nTb HaCTpONKu
1 HaxmuTe BocctaHOBUTD. JTOrvH 1 Naposb No yMONYaHuio
“admin’.

Kak copocuTb cuctemy K HaCTpoKam o yMoi4aHuio?

+ [lepengnte 8 ABMUHUCTPUPOBaHMe > BKNagka BocctaHoBUTD,
CoxpaHuTb, 3arpysuTb HaCTPOWKM 1 HaxKMiTe BocctaHOBUTD.
lMapameTpbl CCTEMbI MO YMOMYAHMIO:

BknioueH DHCP: [1a (ecnn WAN Kabenb noaksoyeH)
IP-appec: 192.168.50.1

Wmsa pomeHa:  (nycro)

Macka nogcetmn: 255.255.255.0

DNS cepBep 1:  routerasus.com

DNS cepBep 2:  (nycTo)

SSID: ASUS_XX

Own6Ka 06HOBNEHNA NPOLLNBKM.

lNepeknoumnTte poyTep B peXKMM BOCCTAaHOBNEHUA 1 3amycTuTe
ymunuty Firmware Restoration. ViHdopmaLwmio no ncnonb3osaHuio
ytunutbl Firmware Restoration cmotpute B pasgene 5.2
BocctaHoBneHne NpoLnBKM.



HeB0O3MOXXHO NOAKNIOYNTLCA

K Be6-nHTepdency

Mepen KoHPUrypaLwei poyTepa BbINOAHUTE UHCTPYKLMN AaHHOTO
pasgena ana KoHOUrypaumm KomnbroTepa 1 CETEBbIX KIMEHTOB.

A. OTKnOuNTE NPOKCN-CepBep, eC/N OH BKITIOYEH.

Windows

1. Haxmute Myck > Internet Explorer gna 3anycka 6paysepa.

2. Boibepute Cepeuc > CBoiicTBa

0603peBarens > BKNnaaka
MoaknioueHnsa > Hactpoiika
NOKanbHOM ceTn.

Ha 3kpaHe HacTponKu

Local Area Network (LAN) Settings
—

S

General | Security | Privacy | Confent | Connections || programs | Advanced |
=

|
E:g To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

£5b Access RD Network Resources - Go to vpn.as|

[ add
Add YPN...
Remave...
Chaose Settings if you need to canfigure a proxy

server for a connection,

< 1 ] r

(@ Never dial a connection
7 Dial whenever a network connection is not present
@) Always dial my default connection
e Set default
Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connectio

Choose Settings above for dial-up settings.

(S|

—

NoKaNnbHOM ceTn
OTKNOUNTE NCMOMNb30BaHMe
NpoKcK-cepBepa anq
NOKaNbHOM CETU.

Haxxmute OK Korpa

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[7] Automatically detact settings

D Use automatic configuration script

Proxy server

3aKOHYUNTE.

m Use a proxy server for your LAN (These settings will not apply to
dial-up or VPM connections).

fddress : |80 veed

Bypass proxy server for local addresses
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MAC 0S =

1.

« =8O =@
B 6pay3epe Safari
HaxkmuTe Safari > =
Preferences > Advanced I
> Change Settings... S
Ha akpaHe ceTb CHUMMTE | Elmee i | EE—
dnaxkmn FTP Proxy un e I —
Web Proxy (HTTP). B Comatrom

Bypass proxy settings for

{TCP/IP  PPPOE | AppleTalk | Proxies | Ethernet |

[

Set Password

oo

. Korpa 3akoHuwTe, oo

HaXmuTe anIMeHI/ITb.

(¥ Use Passive FTP Mode (PASV) @

{} —————
[71" Click the lock to prevent further changes. (CAssistme... )| (_Apply Now

MPUMEYAHUE: [nsa nonyyeHus nogpobHom nHdopmaLmm no
OTKIIOYEHMIO MCMONb30BaHMA NPOKCU-CepBepa, 06paTuTeCh K CnpaBke
6pay3epa.

Hacrpoiire TCP/IP gna aBromatnyeckoro nonyveHus IP-appeca.

Windows

1.

HaxmuTe Myck > MNaHenb ynpaBneHuns > LleHTp ynpaBneHus
CeTAMM N 06LMM AOCTYNOM, 3aTEM HAXKMMTE CETEBOE
NofKNoYeHNe AN1A 0TOOPAXKEHNA €ro COCTOAHMA.

:‘,: Network and Sharing Center

« v :‘: » Control Panel » All Control Panel tems > Network and Sharing Center

View your basic network information and set up connections
Coentrel Panel Home

View your sctive networks
Change adapter settings

Change advanced sharing corpnet.asus Access type: Internet
settings Domain network Connections: [ Ethernet

Change your netwarking settings

dlt- Set up a new connection or netwerk
= st up a broadband, dial-up, or VPN connection; or set up a router or access point.

i'-‘l Troubleshoot problems

Diagnose and repair network problems, or get troublesheoting information.

-



2. Haxmute CBoucTBa A/14 B Ethemet status
OTKPbITNA OKHa CBOWCTB cerera
Ethernet. Connection

IPv4 Connectivity: Internet
IPv6 Connectivity: Na network access
Media State: Enabled
Duration: 03:29:31
Speed: 1.0 Gbps
Details. ..
Activity

Sent Received

Bytes: 71,424,646 70,727,241

GPruperﬁes GD\sab\a Diagnose

3. Bbibepurte MpoTtokon S HSE
WHTepHeTa Bepcun 4(TCP/ ks [
Connect using
IPV4) V”-IVI nPOTOKon I? Intel{R) Ethemet Connection (2) 1213V
WNHrepHeta Bepcuu 6(TCP/
IPV6), 3aTeM HaXXmMmuTe This connection uses the following items:

CBoiicTBa v [t

:
[0 St iemmor e Momtexer-Plo

1. Microsoft LLDP Protocol Driver

| Intemet Protocol Version 6 (TCP/IPvE) |

. Link-Layer Topology Discovery Responder

. Link-Layer Topology Discovery Mapper 170 Driver v

< >

Install... Uninstall Properties
Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area netwark protocol that provides communication
across diverse interconnected networks.

4. Bbibepue Monyuuts IP- et Botocol Vesion 4 PP Propertes
afipec aBTOMaTn4ecKu Ans G atemate Coniursion
aBTOMATUYECKOro NnosyyeHna B oty S oo 1ot e
IP-appeca.

| (@) Obtain an IP address automatically |
Bb|6e uTe non YnTb IP_ () Use the following IP address:
P y | e

ajpec aBToMmaTN4yeCcKn ana =
dBTOMaTn4yeCcKkoro nOﬂyquVlﬂ = ¢ &
I P-a Apeca . (@ Obtain DNS server address automatically

() Use the following DNS server addresses:
5. HaxmuTte OK Koraa 3akoHuuTe. o (|
: (T

Validate settings upon exit Advanced...

cance
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MACOS

1.

HaxmuTe nkoHky Apple
&, pacnonoxeHHyto B
NIEBOM BEPXHEM Yriy
3KpaHa.

HaxmuTe System
Preferences > Network >
Configure...

Ha Bknagke TCP/

IP B BbiMajatoLem
cnucke Configure IPv4
Bbl6epuTe Using DHCP.

Korga 3akoHuuTe,
HaXmuTe anIMEHI/ITb.

000

Network (=)

« a4 G 3

Show All . Displays Sound  Network Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

- TCP/IP | PPPoE  AppleTalk | Proxies | Ethernet

I Configure IPv4: | Using DHCP =
IP Address: 192.168.182.103 (" Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)
Router: 192.168.182.250
DNS Servers: 192.168.128.10 (©ptional)
Search Domains (©ptional)

IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

( Configure IPve... ) @

U —
\L{' Click the lock to prevent further changes. (" Assist me.. Apply Now )

MPUMEYAHUE: MoppobHyio nHbOopMaLIMIO MO KOHOUIypaLmMK HAaCTPOEK
TCP/IP cmoTpuTe B cnpaBKe K Baluei onepaLyoHHON cucTeme.

C

OTKnlounTe NogKIMIUYeHne YAaNeHHOoro aocryna,

eC/in OHO BKJ1I0YEHO.

Windows

1.

HaxmuTe MyckK > Internet

Explorer ons 3anycka 6paysepa. | ‘

BbibepuTe CepBuc > CBOMCTBa
o6o3peBartens > BKajKa
MopknioueHms.

YcTaHoBWTe priaxok
Hukorga He ucnonb3oBatb
KOMMYyTUpyemble
NOAKMIOYEHNS.

Haxmute OK Koraa 3akoHuumTe.

Internet Opti

[ General [ secunity | Privacy | Conter | Connections | Fograms | Advanced |
—_

.:0 To setup an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

& Access RD Netwerk Resources - Go to ven.as| | Add.
Add VPN... ‘
E E—— v Remove..
Choose Settngs f youneed to configure aproxy | Setings |

server for a connection.
T Dial whenever a network connection is not present
always dial my default connection
Set default

Local Area Network (LAN) settings

LAN Settings da nat apply to dial-up connections LAN settings

Choose Settings above for dial-up settings.

o ) [ema ]

MPUMEYAHUE: [na nonyyeHus nogpobHom nHdopmaLmm no
OTK/IOUYEHNIO YAANEHHOrO LOCTYMa, 06paTuTeCh K CnpaBKe bpaysepa.




MpunoxeHune

YBepomneHnuns

[laHHOe yCTPONCTBO NpeacTaBnAeT coboii SHepronoTpebnatLLnii
npopykKT (ErP) ¢ Bbicokon goctynHocTbo K ceTt (HiNA). Ero
noTpebnaemas MOLHOCTb OyaeT MeHbLue 12 BT, Koraa cnctema

HaxXxoaUTCA B PEXMNME OXKNAaHNA CETA (pE)KI/IM O)KI/I,ElaHI/Iﬂ),.
YTunusauua n nepepabotka

Komnanua ASUS 6epeT Ha cebs 06a3aTenbCTBa No yTuam3aumu
CTaporo 0bopyaoBaHus, UCXOAA 113 NPUHLIMMNOB BCECTOPOHHEN
3aLMTbl OKPYatoLLer cpefibl. YCTPOCTBO M €ro aHTEHHa

He AOMKHbI pacnonaraTbCa PAZOM C APYTMMI aHTEHHaMU 1
nepepatunkamu. [ina nonyyeHus nogpo6Hom nHdopmawmm ob
yTUAM3aLmMmM 1 nepepaboTke B pa3nMUHbIX PErMOHaX NoCeTuTe
http://csrasus.com/english/Takeback.htm.

REACH

CornacHo pernameHty EC REACH (Registration, Evaluation,
Authorization, and Restriction of Chemicals - Peructpauus,
OueHKa, PaspeweHna n OrpaHnyeHnA Ha UCNob30BaHMe
Xummnueckux Bewwects), Ha cante ASUS REACH pa3meLueH cnnmcok
XVIMMNYECKIX BELLECTB cofepaLumxca B npogykTax ASUS: http://csr.
asus.com/english/index.aspx

YnocroBepeHue ODepgepanbHoin Komnccum no ceasm CLUA

[aHHoe ycTponcTtso cootBeTcTBYyeT YacTu 15 Mpasun FCC.

ObpatnTech K KBanMdULMPOBaHHOMY TEXHIKY UV NPOLaBLYy

+ [laHHOe yCTPONCTBO He JOMKHO CO3AaBaTb NOMeX.

+ Ha paboty ycTpoiicTBa MOryT OKa3blBaTb BAVAHME BHELIHME
rnomexw, BK/oUas Te, KOTOpble MOTyT Bbi3BaTb HEXeNaTeNbHble
PEXMMbl ero paboTbl.

[laHHoe 06opynoBaHMe 6bINO NPOTECTNPOBAHO U COYTEHO

COOTBETCTBYHOLLVIM OTPaHNYEHNAM MO LPPOBbIM YCTPONCTBAM

Knacca B, B cootBetctBum ¢ yacTtbto 15 npasun FCC. 3tn
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OrpaHNYeHA paccuMTaHbl Ha obecneyeHmne 3almnTbl B pa3yMHbIX
npegenax oT BpeAOHOCHbIX BO3LeNCTBINIA NPW YCTaHOBKE B MIOM
MOMeELLEHNN.

[laHHoe o6opyp,osaH|/|e reHepupyet 1 n3nydaet pagmov4actoTHYIO
SHEPruto, KOTOPaA MOXKET CO3aBaTb MOMEXKM B PaAnOCBA3N, ECNIN
yCTpOIZCTBO YCTaHOBNEHO U NCNOJNb3YETCA HE B COOTBETCTBUN

C NHCTPYKUKMAMM NPON3BOANTENA. Tem He MeHee, HeBO3MOXHO
rapPaHTMPOBATb OTCYTCTBME MOMEX B KaXKAOM KOHKPETHOM

cnyyae. B cnyyae, et AaHHOE o6opy,qosaHv|e AEeNCTBUTENIbHO
BbI3bIBAET NOMEXW B paano nnn TeneBn3noHHOM Nnpueme, 4to
MOXHO NPOBEPUTb, BKNTIOYMB 1 BbIK/TIOYNB ldaHHOE o6opyp,03aH|/|e,
MoJs1b30BaTe/N0 PEKOMEHAYETCA NOMbITATECA YOaNUTb MOMEXN
aiegyrwnmm cpeacTsamm:

+ [epeopueHTMpOBaTh MK NEPEMECTUTL MPUHUMAIOLLYIO
AHTEHHY.

+  YBeNMUMTb paccToAHMe MeXay AaHHbIM NPM6OPOM 1
MPUEMHUKOM.

« [NoakntounTb AaHHOE 060PYLOBAHME K PO3ETKE ApYroi
3N1EKTPOLIENM, HEXENU Ta, K KOTOPOIA NMOAKIIOUYEH NPUEMHIIK.

+  [POKOHCYNbTVPOBATLCA C NPOAABLIOM MW
KBaNMOULMPOBAHHbIM pafuo-/TB-TEXHUKOM.

BAXHO! [1na ymeHbLueHMA BO3MOXHbIX MOMEX, 3TO YCTPONCTBO,
paboTatoLlee Ha yacToTe 5.15 ~ 5.25 [Tl AOMKHO UCMONb30BaTbCA TONbKO
BHYTPW NOMELLEHN.

BHUMAHME: 13meHeHna nnm JONoAHeHUA K AaHHOMY MyHKTY, He
COrNacoBaHHble HEMOCPeACTBEHHO CO CTOPOHOW, OTBETCTBEHHOM 3a
COOTBETCTBYIE MPaBuIaM, MOTYT CAeNaTb HefleViCTBUTENbHBIM MPaBoO
nonb30BaTensa Ha NoNb30BaHe AaHHbIM 060PyAOBaHMEM.

PasmelleHne

yCTpOVICTBO 1 €ro aHTeHHa He AO/TKHbI pacnoniaratbCA pAAOM C
APYrMMn aHTEHHAMIN N NepeaaTynNKami.



BAHOE 3AMEYAHME:

Tpe6oBaHuNA K BO3[eCTBIIO paAnovacToTbl JT0 060pya0BaH/e
CoBMecTMMO ¢ orpaHuyeHnamm FCC no pagromnsnyyernuio,
YCTaHOB/IEHHbIMY AN HEKOHTPOJSIMPYEMOTO OKPYXEHNA.
KoHeuHble nonb3oBaTeny AOMKHbI CNefoBaTb MHCTPYKLMAM MO
3KCnyaTauuy ana yMeHblUeHUA BO3AeNCTBIUA PagmoyacToThl.

Ina ynosnetopeHus TpebosaHmam FCC noxanyicra

cnepymTe MHCTPYKLUMAM, ONUCaHHbBIM B 3TOM PYKOBOLCTBE.

3710 060pynOBaHME AOMKHO ObITb YCTaHOBNEHO 1 PaboTaTh Ha
PaCccTOAHNM He MeHee 15 cm oT Bawwero Tena.
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Mepbl npegocTopPoKHOCTN NPYN UCMONb30BAHIN

yCTpouncTBa

BynbTe 0CTOPOXHbI NPV UCMONb30BAHUM AAHHOIO YCTPOCTBA B
asponopTax, 6obHULAX, 3aMPaBOYHbBIX CTAHLIMAX U Frapaax.

Momexu ana MegULUHCKIX YCTPOWCTB: MOALEPKIBaliTe
MWUHMMaNbHOE paccTosaHe (He MeHee 15 cm) mexay
VIMMNAHTPOBAHHBIMW MEANLMHCKUMI YCTPONCTBAMMU 1
npogyktamn ASUS ond CHXXeHUA pucka BO3HUKHOBEHMA MOMEX.

Vcnonb3ywte npoaykT ASUS B ycnoBumax xopoLiero npuema ans
YMeHbLUEHWA YPOBHA N3NYYEHNA.

YcTaHOBUTE YCTPOWCTBO NOJabLUE OT GepeMEHHbIX MKEHLLVH 1
HUXKHEW YacT XMBOTa NOLPOCTKOB.

YcnoBua SKcnnyataunun:

Temnepatypa sKkcnayatayum ycrponctsaa: 0-40 °C. He
MCNONb3yNTE YCTPOWNCTBO B YCIOBUAX IKCTPEMASTbHO BbICOKNX
N HU3KMX Temneparyp.

He pasmeu.lalhTe yCTDOVICTBO BOIM3U MCTOYHMKOB TENMNA,
Hanpumep, pAaom C MVIKpOBOJ'IHOBOVI neyblto, AyxXoBbIM LLIKa(I)OM
nnn pagnaTopom.

Mcnonb3oBaHvie HECOBMECTVIMOTO UM HeCepTUGULIMPOBAHHOTO
ajanTepa NUTaHWA MOXET NPKBECTU K BO3rOPaHII0, B3PbIBY 1
MNPOYVM OMaCHbIM MOCNEACTBUAM.

Mpw NOAKMIOYEHNM K CETU SNEKTPONUTAHUA YCTPOWCTBO CriegyeT
pacrnonaratb 65I13KO K PO3€eTKe, K Hell OMKEH OCYLLEeCTBAATLCA
6ecnpenATCTBEHHbIN JOCTYN.

YTunusauma ycTpocTea OCyLLECTBAAETCA B COOTBETCTBUN
C MECTHbIMM 3aKOHaMU 11 NONOMXKEHUAMM, YCTPOCTBO

MO OKOHYAHWV CPOKa CNYObl AOMKHDBI ObITb NepeAaHbl

B CePTUPMLMPOBAHHDIN MYHKT cOopa AnA BTOPUYHON
nepepaboTKM UV NPaBUILHOM YTUIN3ALMN.

[laHHOe yCTPOWCTBO He NpeAHa3HaveHo ana getei. [letm moryTt
MoMb30BaTbCA YCTPOWCTBOM TOMbKO B MPUCYTCTBUM B3POCIbIX.

He BbibGpacbiBaiiTe YCTPOCTBO 11 €70 KOMMEKTYIOLME BMECTE C
06bIYHbIMM ObITOBBIMY OTXOLAMM.
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MNpounssoguTenb

ASUSTeK Computer Inc.
TenedoH: +886-2-2894-3447
Appec: 1F, No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan

OduumanbHbIn
npeacraBnTenb B
Espone

ASUS Computer GmbH
Anpec: HARKORT STR. 21-23, 40880 RATINGEN, GERMANY
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GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of
this license. All future firmware updates will also be accompanied
with their respective source code. lNogpobHyio nHpopmaLmio
cMoTpuTe Ha Hawem caiTe. Note that we do not offer direct support
for the distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preambule

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software
is covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do



these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect
on the original authors'reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear that
any patent must be licensed for everyone’s free use or not licensed
atall.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program’, below, refers to any such program or work, and
a“work based on the Program” means either the Program or
any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
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term “modification”) Each licensee is addressed as “you’".

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based
on the Program (independent of having been made by running
the Program). Whether that is true depends on what the Program
does.

. You may copy and distribute verbatim copies of the Program’s

source code as you receive it, in any medium, provided that

you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.

. You may modify your copy or copies of the Program or any

portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms
of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or
any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

c) If the modified program normally reads commands
interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute

the program under these conditions, and telling the user how
to view a copy of this License. (Exception: if the Program itself is
interactive but does not normally print such an announcement,



your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole.

If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections

as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on
the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does
not bring the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on

it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
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received the program in object code or executable form with
such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the
work for making modifications to it. For an executable work,
complete source code means all the source code for all modules
it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of

the executable. However, as a special exception, the source
code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under

this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License.

Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based on

the Program), the recipient automatically receives a license from
the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose

any further restrictions on the recipients’ exercise of the rights



granted herein. You are not responsible for enforcing compliance
by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain
entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

Itis not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have
made generous contributions to the wide range of software
distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of
this License.

9. The Free Software Foundation may publish revised and/or new
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versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose
any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to
the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided
by the two goals of preserving the free status of all derivatives
of our free software and of promoting the sharing and reuse of
software generally.



NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM“AS IS"WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
ASTOTHE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12 IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU ORTHIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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y .
EU Declaration of Conformity Ve, oo im Fere

We, the undersigned,

Manufacturer: ASUSTeK COMPUTER INC.
Address: 1F,, No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan
Authorized representative in Europe: ASUS COMPUTER GmbH
Address, City: HARKORT STR. 21-23, 40880 RATINGEN
Country: GERMANY
declare the following apparatus:
Product name: Powerline AX1800 Dual-band Router
Model name: XP4, XP4R, XP4 Router, XP4N, XP4N, XP4 Node

Additional information: ANNEX I
The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:

Radio Equipment Directive - 2014/53/EU

Article 3.1(a)
EN 50385:2017 , EN 50412-2-1:2005/AC:2009, EN 50561-1:2013, EN 50665:2017 , EN 62311:2008,

EN 62368-1:2014/A11:2017

Article 3.1(b)
Draft EN 301 489-1V2.2.0, Draft EN 301 489-17 V3.2.0, EN 55024:2010/A1:2015, EN 55032:2015/AC:2016,

EN 55035:2017, EN 61000-3-2:2014, EN 61000-3-3:2013
Article 3.2
EN 300 328 V2.2.2,EN 301893 V2.1.1

Radio Equipment Class
Class 2

Ecodesign Directive - 2009/125/EC
(EU) 2019/1782, 1275/2008/EC,, EU 801/2013

RoHS Directive - 2011/65/EU
2015/863/EU, EN IEC 63000:2018

Signature:
N
S.y. Shian, CEO
Place of issue: Taipei, Taiwan
Date of issue: 02/06/2021
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